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Ransomware Threat

Over 2,000 PCs Infected Daily with
Ransomware: Protect Yourself Now!

This article shows you:

e The dangers of a ransomware infection

e The steps you should take to avoid disaster

e Practical tools to help keep ransomware at bay

There's no doubt about it, ransomware is the fastest-
growing threat to your PC and files there has ever
been. Worse, UK users seem to be near the top of
the ransomware hit-list": over a quarter of malware
attacks reported in the UK involve ransomware,
with more than 700,000 computers infected.

In this article, I'll explain what ransomware is and
what it does. I'll also tell you the important steps
you should take to protect yourself from it, and e [ e
suggest 2 useful programs which can help to boost without payment on:
your PC's defences.
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Spyware tries to
gather valuable
information

Ransomware
simply demands
your money

The Ransomware Threat Explained

Until just a couple of years ago, the biggest threat we
faced was from ‘spyware’, a type of malicious software
which aimed to hide itself on our computers for as long
as possible and spy on us. What spyware tried to do was
to get hold of our passwords, personal information,
banking details and credit card numbers and pass them
back to its maker.

From a criminal perspective, however, spyware wasn't
ideal - it was several steps removed from the money.
Then some enterprising cybercriminal came up with a
better idea, and ransomware was born.

Rather than using any sort of subterfuge or trickery,
ransomware is very clear about what it does. After
infecting your PC, it silently encrypts all your personal
files so that they can no longer be opened. Having done
that, it displays a message on your screen telling you the
situation: if you ever want to regain the use of your files,
you must pay a ransom.

Your personal files are encrypted

Info

"four important files were encrypted on this computer: photos,
videos, documerts | etc. You can verify this by click on see files
and try to open them.

Encryption was produced using unigque public key RSA-4096
genersted for this computer. To decrypt files, you need to obtain
private key.

The single copy of the private key, which will allowe you to decrypt
the files, iz locsted on a secret server onthe Internet; the server
will destroy the key within 72 hours after encryption
completed. After that, nobody and never will be able to restore
file=.

Your files will be lost
without payment on: To retrieve the private key, you need to pay 0.5 bitcaoins.

10/21/2016 2:03:10 PM Click proceed to payment to obtain private key.

Any attempt to remove or damage this software will lead
to immediate private key destruction by server.
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In almost all cases, the first sign you get that something
is wrong is the appearance of this ransom demand - and
by this point, of course, the damage is done. Every
document, spreadsheet, picture, video and music file on
your PC is now encrypted and unusable. And not only
the files on your main hard disk: if there are other drives
connected to your PC, the ransomware has trawled
through those in the same way.

In most cases, the only way to regain use of your files is
to pay the ransom. That's not only expensive — generally
a few hundred pounds - but it tends to be difficult too:
the criminals obviously don't want to be caught, so they
require payment to be made using methods that can’t be
traced. That may involve using a Ukash voucher or
Paysafecard bought in a shop, but increasingly it involves
using a complex electronic currency named Bitcoin.

In return for the ransom payment, you'll supposedly
receive a decryption key and instructions which you can
use to reverse the encryption on your files.

You may be surprised to learn that in many cases the
criminals have indeed kept their side of this ‘deal’.
However, the process of decrypting the files is long
and tedious, and many victims have reported losing
quite a large proportion of their files permanently.

Less surprisingly, it's not uncommon for the criminals
to simply pocket the ransom payment and send
nothing in return.

It's simple, blatant extortion, but it's highly effective.
Making it more effective still, the ransomware usually
twists your arm even further by setting time limits. If
you don’t pay within 24 hours, for example, the
ransom doubles. And if you don’t pay within several
days, the unique decryption key is deleted, making
recovery of your files impossible.
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The stark choice:
pay, or lose
your files!

Protection against
a ransomware
attack

Restore your files
from a backup

Keep backups on a
separate drive

Disconnect the
drive after use
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As I'll explain later in this article, there's a tiny minority
of ransomware infections for which a solution has been
discovered. For all the rest, however, the choice is a stark
one: either pay the ransom and hope you'll get an
effective solution in return, or lose your files for good!

The 4 Vital Steps to Protect Yourself
from Ransomware

If there are files on your computer which you wouldn't
want to lose, as I'm sure there are, a ransomware
infection could be disastrous. To reduce the chances of
becoming infected, and to limit the consequences if you
do, be sure to follow the 4 essential steps that follow.

Step 1: keep backup copies of your personal files

I mentioned above that a ransomware infection leaves
you with the stark choice of paying the ransom or losing
your files. But, if you're prepared, there may be one
more option: wipe everything from your computer and
then put your personal files back again.

That causes you a lot of trouble, of course, and perhaps
a small amount of expense if you need some help to do
it, but it's vastly preferable to the alternatives. However,
it's only possible if you've been keeping backup copies
of your files.

As | explained above, ransomware will scan every disk
and drive connected to your PC and encrypt the files it
finds on each. Therefore, it's vital that you store these
backup copies on a removable drive such as an external
hard drive (which connects to a USB socket on your PQ)
or a USB flash drive.

Whenever you have new or edited files which need to
be backed up, connect your backup drive, copy those
files to it, and then — crucially — disconnect it again.
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Perhaps you use a ‘cloud storage’ service such as
Dropbox or Microsoft OneDrive. If so, this means that
copies of your files are stored online where, ordinarily,
they'd be safe. However, the way these services work
is that whenever one of your files is changed, the new
version is automatically uploaded to the service,
replacing the older version. The result, of course, is
that when the ransomware encrypts your files, those
useless encrypted copies are uploaded!

These services do have a ‘version history’ feature,
keeping older versions for up to 30 days, but it's best
not to rely on it: absolutely the best insurance policy
against ransomware is to have copies of all your
personal files on a removable drive that isn't
connected to your PC.

Step 2: don't be fooled into opening email attachments

The majority of ransomware infections arrive on your
computer as an email attachment - a file sent with an
email message. Provided you don’t open that file, it can
do no damage.

In particular, be suspicious of any email message that
claims to be sending you an invoice, a receipt or a fax.
The criminals are keen to infect computers belonging to
companies and large organisations (since they will be
most likely to pay to have their files recovered), and
companies are more likely to open any attachments of
these types since they receive so many of them.

Of course, these messages are sent out to long lists of
email addresses, many of which wont belong to
companies, and yours may be among them. Remember
that there’s no good reason why anyone you've never
heard of should send you an invoice (or indeed any
other type of file), so don’t be tempted to open it!
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Make sure Word
and Excel won't
run ‘macros’

Disable all macros
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Step 3: protect yourself from infected Word and
Excel documents

The email attachments | mentioned above are often
Microsoft Word documents or Microsoft Excel
spreadsheets. These types of file can contain small
programs known as ‘macros’, and it's these macros that
do the damage. If you did open one, the text you see on
the screen may seem innocent (or it may simply be
random characters), but if the macro is allowed to run,
it silently downloads the ransomware and sets it
encrypting your files.

Fortunately, both Word and Excel allow you to disable
macros entirely, ensuring they can never run, and |
highly recommend doing this. Here's how to do it,
taking Word as an example:

1. Start Microsoft Word and, in Word 2016 or 2013,
click on Blank document.

2. Click the File tab (or the circular Office button in
Word 2007) and choose Options (or Word Options
in Word 2007).

3. At the left of the Options window that opens, click
on Trust Center and then click on the Trust Center
Settings button.

4. Word 2007 only: at the left of the window, click on
Macro Settings (D. (In other versions, you arrive
automatically at the ‘Macro Settings’ page.)

5. Click the option Disable all macros without notif-
ication @ so that a little blob appears in the circle
beside it, then click OK in the two open windows.

6. Close Microsoft Word and you've finished. Now
repeat the same steps for Microsoft Excel.
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Trusted Publishers
Macro Settings 2
Trusted Locations
(@“Disable all macros without notification

Trusted Documents e X .
() Disable all macros with notification

Tristed Add-in Catalage () Disable all macros except digitally signed macros

ActiveX Settings Developer Macro Settings

Macro Settings g

1 ust access to the VBA project object model

Protected View

Add-ins () Enable all macros (not recommended; potentizlly dangerous code can run)

Step 4: scan email attachments at VirusTotal

However careful you are, there may well be email
attachments you receive which you are tempted to
open. Perhaps the message addresses you by name or
quotes your postal address, making it seem believable.
Or perhaps the consequences of ignoring the message,
if it really is legitimate, seem too great to risk.

Don't take the chance. If the message came from a
sender you don’t know, or you have even the slightest
suspicion about it, use the excellent ‘VirusTotal’ service
to scan the attached file:

1. Without opening the attachment, save it to
somewhere accessible on your computer — ideally
your desktop so that it's easy to find. In most email
programs, you can do that by right-clicking the
attached file near the top of the message, choosing
Save As and selecting your Desktop folder.

2. Now start your favourite web browser and visit
www.virustotal.com.

3. When you arrive, click the Choose File button
beside the text box. In the dialog that opens, switch
to your Desktop folder, select the suspect file by
clicking it once and then click the Open button at
the bottom of the dialog.
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Look for a
‘Detection ratio’
of zero

Not safe?
Delete it!

Your own
caution is vital...

... but security
software can help
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4. Your browser now uploads a copy of the file to
VirusTotal. The VirusTotal service then scans the file
using (at the time of writing) 68 malware scanners
and displays the results.

5. On the results page, the important thing to check is
the Detection ratio shown near the top. If the file is
safe, you should see 0/68, indicating that none
(zero) of the 68 malware scanners found anything
suspicious in the file.

If the results indicate that the file is dangerous, delete
the file from your desktop by clicking it once and then
pressing the Delete key on your keyboard, then you
need to delete the email message which contained that
file as an attachment.

Extra Software to Help Keep Your PC Safe

As you can tell from the 4 steps on the preceding pages,
much of the work involved in protecting your PC and its
files comes down to you. Smart though they may be,
computers are still no match for the human brain!

That said, software can do a certain amount to help keep
your PC safe from ransomware and other malware
infections. One of its strengths is that it can examine files
and detect unusual behaviour on our computers in ways
that even the most skilled of us could never hope to
compete with. For this reason, it's vital that you have
anti-virus software installed on your computer and that
it updates itself regularly.

To give you some additional protection, I'm going to rec-
ommend two extra programs, both free, and both from
the highly-respected security company, Malwarebytes.
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Install Malwarebytes Anti-Exploit

Known as ‘MBAE’ for short, this free program isn't one Extra protection
you ever have to use yourself. Once installed, it from malware for
automatically monitors your web browser, keeping your web browser
watch for malicious behaviour from websites and

helping to prevent malware from finding its way on to

your computer.

To install it, follow these steps:

1. Start your web browser and visit the address below:
www.malwarebytes.com/antiexploit @
2. When you arrive, click the words GET A FREE TRIAL
to download MBAE. (In fact, despite appearances,
this isn‘t simply a trial: it's a fully-working version of

the program which just lacks a few of the opt-
ional features.)

3. When this small file has been downloaded, open
your browser’s ‘Downloads’ list and click it (its name
begins ‘mbae-setup’).

4. Follow the straightforward installation steps, Refuse the option
clicking Next between each. There's just one of a free trial
change to make after you've clicked Next several
times: remove the tick beside Enable free trial of
Malwarebytes Anti-Exploit Premium (so that you
don't start receiving prompts to pay for the
premium edition of MBAE after 14 days).

Your web browsers
are protected

5. That's it: from now on-
wards, every time you
start a web browser,
you'll see a reassuring
message that MBAE is protecting it. You can ignore
this little message and it will always disappear
automatically after a few seconds.
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prevention of
ransomware
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install MBARW

It runs constantly to
provide protection
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O,

Install Malwarebytes Anti-Ransomware

As you can tell from its name, my second recommend-
ation is expressly designed to protect you from ransom-
ware. This program (‘MBARW' as it's known for short)
watches your PC for telltale signs that a program is
trying to encrypt your files, stops it in its tracks and alerts
you about it.

To install MBARW, start your favourite web browser and
visit the address below:

www.tinyurl.com/PCKS-MBARW

When you arrive, click the green DOWNLOAD NOW
button. Once the file has downloaded, open your
browser’s ‘Downloads’ list and click the file (hamed
'MBARW_Setup.exe’) to start the installation. You don't
need to make any changes during the setup steps.

Once installed, MBARW will start automatically and
you'll see its window appear telling you that your
system is protected. You can close this window (by
clicking the x in its top-right corner) and MBARW will
continue running: you’ll see its icon among the
collection of tiny icons near the clock on the taskbar.

MBARW is what's known as ‘beta’ software, meaning
that it works but it's not quite finished. According to
Malwarebytes, when complete it may be discontinued
and incorporated into the famous Malwarebytes Anti-
Malware (‘'MBAM’) instead.

There's no hint of when this might happen, but it
means you might arrive at the web page above and
find nothing there! If so, visit www.malwarebytes.com
to find or update your copy of MBAM, another
program we highly recommend, which you can read
about in article M040 — Malware: Protect Your PC from
Viruses and Spyware, included in your Main Manual.
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Infected by Ransomware? What to Do Next

| hope the combination of your own caution and the
tips I've given in this article will ensure you never fall
victim to ransomware. But what if the worst does
happen? You're quietly working on your computer
when a window suddenly appears saying that your
files have all been encrypted and you have to pay a
ransom to get them back. What should you do (and
what should you avoid doing)?

Most importantly, DON'T connect your backup drive
to your computer in the hope of using any of your
files or replacing the encrypted copies. Almost
certainly, the ransomware will immediately begin
encrypting those too!

Are you relying on a cloud storage service (such as
OneDrive or Dropbox) for your backups? If you are,
disconnect your PC from its Internet connection
immediately, most simply by turning off your router.
Although the copies of the files on your PC are
encrypted, the Dropbox or OneDrive software may
still be in the process of uploading these ‘changed’
copies to the service. You want to stop that
happening in order to keep as many as possible of
those backup files intact!

Now the question is whether you have backup copies
of your files. If you have, you should be able to
recover from this infection, although you’ll probably
need the help of a PC repair service. The most likely
solution will be to erase and format your PC's hard
disk and install a fresh copy of Windows, thus
ensuring that the infection is gone. From there,
you'll need to reinstall your programs and copy your
files from your backup drive (or cloud storage
service) to your hard disk.
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Check for a
solution at No
More Ransom

Two final,
unhappy options

If you don’t have backup copies of your files, there is
one option you can try. Start your web browser and
visit www.nomoreransom.org, a website created by
Europol, the European Cybercrime Centre, to counter
the ransomware threat. At the top of the page, click
on Crypto Sheriff and you'll reach a page which aims
to determine what type of ransomware has infected
you. You do this by sending any two of the encrypted
files on your PC (ideally small ones) and any other
details you have about the ransom demand. If you're
lucky, the type of ransomware infecting your PC will
be one of the small-but-growing number for which
the No More Ransom project has a solution.

Crypto Sherif Ransomware: QA Prevention Advice Decryption Tools. Reporta Crime About the Project

Upload 2 encrypted files here: pe DEMAND.

Note: be especially accurate with the speling.

Choose second fle from PC

Or upload the ile (xtor htmi) with the ransom note left by criminals.

GO! FIND OUT

Without backup copies of your files or a solution from
the No More Ransom project, there are two options.
One is obviously to pay the ransom and hope you do
indeed receive the decryption key in return. The other,
regrettably, is to accept that you've lost your files. In
this case, you'll need to have your PC cleaned up and
then reinstall your programs, as explained on page 11.
I'm afraid it has to serve as a painful reminder of how
important it is to keep backup copies of your
irreplaceable files.
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