
Use ‘Disposable’ Addresses to Protect
Your Email Account from Junk Mail

Wherever you go online these days, websites seem to
want your email address before they’ll let you in. In the
good old days you’d just invent an address, but that no
longer works: the website sends a message to the address
you gave, and you have to click a link in the message to
prove you received it. What will the website’s owner do
with your address? They might well start sending you
junk mail, and sell it to others who’ll do the same. Don’t
make it so easy for them! Instead, use disposable email
addresses which let you keep your real email address
private. Read on to learn all about these useful free
services.
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Junk Email: Where Does It All Come From?
It’s almost a law of nature that any email address will attract
more and more junk mail the longer you use it. Junk email
(or ‘spam’) falls into three general categories: 

•  Advertising messages: some companies and online
stores send you regular messages advertising their
products and services, partly to constantly remind you of
their existence and encourage you to use them again. A
single purchase can produce a lifetime of unwanted
email.

•  Scams: from cheap watches, software and pot-ency
pills (all guaranteed to be fake) to lottery wins and
requests for help from foreign bank officials, these
messages have the express intent of separating you from
your money.

•  Fraudulent links: messages from banks, HMRC and
online stores (among others) trying to convince you to
click a link and type private information into the web
page that opens – a web page set up by the spammer to
harvest as many people’s account details as possible.

The more of these unwanted messages you find cluttering
your Inbox, the less enjoyable email becomes. 
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You can start to dread checking your email because you
know how much time you’ll have to spend sorting out the
wheat from the chaff.

True, you can use options in
your email program to mark
certain messages as junk and,
with luck, have a proportion
of the spam automatically
moved into your ‘Junk Email’
folder. These features are certainly helpful, but their
usefulness decreases if you receive large amounts of junk:
some of it  will still land in your Inbox where you’ll have
to identify and delete it, and you’ll spend longer checking
your ‘Junk Email’ folder to make sure it really is all junk
before getting rid of it.

Steps You Can Take to Avoid Spam
So how do email addresses get into the hands of spammers?
Well, one way is through large-scale data theft, such as
when criminals hack their way into the customer databases
of online stores and services. There’s nothing any of us can
do prevent this – we simply have to hope that the stores
and services we deal with have adequate security in place
to ensure it doesn’t happen.

Fortunately, these large-scale thefts are rare. There are many
other, much more common ways in which spam-mers get
hold of email addresses, and you can do a certain amount
to keep yours out of their grasp:

•  Don’t give your permission: when you sign up for an
account at an online service or store, or you buy
something online, you’ll often find a checkbox saying
something like: ‘Send me special offers by email’ or  ‘Yes, 
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•  I’d like to receive the regular XYZ newsletter’. This
checkbox is usually ticked by default, so be sure to check
for options like this and remove the ticks from them. (Do
read the text carefully: in some cases, the box might not
be ticked, but the text may say ‘Tick the box if you do
not want to receive offers’!)

•  Don’t ‘unsubscribe’ from spam: if you’re receiving
regular offers or newsletters from a reputable company
and you decide you’ve had enough of them, you can click
the ‘Unsubscribe’ link (which you should find near the
bottom of any message) and the company should honour
your request. Never do this for day-to-day spam though!
By clicking that link in a junk message, you’re confirm-
ing to the spammer that your email address is active, you
received the message and you opened it – in other words,
your email address is an ideal target for much more of
the same!

•  Change your email address: if you’ve been using your
current email address for a long time, and you haven’t
been careful enough in keeping it off spammers’ lists,
you’re probably overrun with junk messages. Check with
your ISP to see if they’ll let you set up a second email
address, as most will. You can then give this address to 

Don’t use
‘Unsubscribe’
links

Switch to a
different address
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Remember that it’s not necessarily just this one
company that gets your email address. You may well be
giving permission to receive email from ‘carefully
selected third parties’ (or similar wording), which
effectively means you’ll receive email from anyone
willing to pay the company for its list of customers’
email addresses. That list may then be sold on again and
again, putting your email address into the hands of an
ever-growing collection of spammers.

!
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•  your important contacts, from now onwards. Check your
old email address every so often to catch any other
legitimate messages still arriving there, and tell their
sender your new email address. After a while, when the
old email address is receiving nothing but junk, you can
either have it deleted or stop checking it.

•  Set up a second email address: a popular option is to set
up a second email address, using a free provider such as
Outlook.com, Gmail or Yahoo! Mail, and give out that
email address at any online stores and services you use.
You can then check that email account whenever you’re
expecting something worthwhile to arrive (an order
confirmation, for example) and otherwise just ignore it.
Of course, this gives you another email address and
password to remember, and in many cases a better
alternative is to use disposable email addresses.

How Do Disposable Email Addresses Work?
At a great many websites these days, you have to sign up
for a free account before you can do anything useful – even
just read a particular page or download a certain file. In most
cases, there’s no legitimate reason for the website to know
who you are; it wants your email address but it has no good
reason to ever contact you.

Nevertheless, so determined is it to get that email address
that it sends a verification message to the address you
provide which contains a link you have to click, thus
proving you did indeed receive the message and didn’t just
type a fake email address. However, once you’ve clicked that
link, you don’t expect to hear from that website again – at
least, not for any purpose you care about! 
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This type of situation is a prime candidate for using a
disposable email address. You can create a disposable email
address in just a few seconds at a number of different
services, and it expires after a particular period of time or
after it has received a certain number of messages.

Therefore, it doesn’t matter if that email address starts
attracting spam: the address no longer exists, so the junk
messages will disappear into oblivion. Meanwhile, that’s one
more potential spammer that doesn’t have your primary
email address.

The two systems used by disposable 
email address services

Disposable email address services work in either of two ways:

•  A stand-alone address: with this type, you can only
read the messages you receive by visiting the website of
the service that provided the email address.

•  A forwarding address: with this type, you provide your
real email address to the service, and the messages
received at your disposable address are forwarded
straight to your primary email account where they’ll land
in your usual Inbox.

The second type is clearly more convenient, but you do
surrender some anonymity – the disposable service has your
real email address. The service promises to keep it confidential 
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and to use it only to forward the messages it receives for
you (and, of course, to do that only until your disposable
address expires), but you may prefer not to take the risk.

The first option actually tends to be quicker and easier to
use, and it’s certainly more consistent with our golden rule
of giving your primary email address only to contacts you
really know and trust not to abuse it.

Potential risks and restrictions
At some of the disposable address services, you can choose
the email address yourself – or, more accurately, the part of
the address that comes before the ‘@’ sign.

In these cases, never use a simple term like ‘me’ or ‘john’ or
‘test’: if you do, it’s possible that another user of the same
service could enter the same simple term and thereby read
the email you received at that address.

Rather than choosing ‘temp@trashmail.net’, for example,
choose something like ‘tst-169-london66@trashmail
.net’. Since this address will expire after a short time, it’s
practically impossible that another user of the service would
think of this email address during its brief period of existence
– and as it’s not an address that you’ll ever have to commit
to memory, the more complex it is, the better. (Many of these
services can generate a disposable address for you rather
than asking you to invent one, and you’ll notice they always
generate something fairly long and complex.)
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! Remember that if you use a disposable address to sign
up for a website and that website needs to contact you
again in the future for a legitimate purpose (to remind
you of your password if you forget it, for instance), you
won’t receive the message! If you think there’s a chance
of this situation occurring, use a second email address
to sign up instead, as covered on page 5.

One other potential problem is that some websites don’t
allow you to use disposable email addresses when
registering: they are built to recognise the addresses of the
popular disposable services (such as addresses ending
‘@trashmail.net’) and reject them. If this happens, just visit
one of the other disposable services to generate another
address and try that instead. 

The Different Types of Disposable Address
If you’ve never come across the concept of disposable email
addresses, you may be in for a surprise: it’s not a new idea,
and it’s not just a quiet backwater of the email world. If you
pay a visit to Google (www.google.co.uk) and search for the
term ‘disposable email address’ you’ll find page after page
of websites offering this service and variations on it.

Here are some of the best known and most popular dispos-
able email address services:

•  10 Minute Mail: www.10minutemail.com

•  33Mail: www.33mail.com

•  Dispostable: www.dispostable.com 

•  Jetable: www.jetable.org
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•  Mailinator: www.mailinator.com

•  Nada: www.getnada.com

•  Spamex: www.spamex.com

•  SpamGourmet: www.spamgourmet.com

•  TrashMail: www.trashmail.com

•  YOPmail: www.yopmail.com

Although all these offer the same service in principle, they
vary in the detail. Here are a few points worth mentioning
about their differences:

Registration/Login: at some services you have to register
first, choosing a username and password and creating an
account, and usually giving your ‘real’ email address. These
services will often let you create any number of disposable
addresses, and will usually forward the messages they
receive to your real email address. However, many other
services can be used without any form of registration: you
just visit the service, generate a disposable address
anonymously and use it.

Email address: either the service will generate a disposable
email address for you automatically or you can invent your
own. In the second case, as I mentioned earlier, you
shouldn’t choose a simple address. At some services, you
can also choose the domain name part of the address, which
comes after the ‘@’ sign. There’s generally little reason to
do this – it’s not as if the address has to be aesthetically
pleasing! – but if a website rejects your first choice of
address, recognising it as a disposable one, you could try
generating the address with a different domain name to see
if it finds that acceptable.
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Expiry: some services provide disposable addresses that
expire after a preset period of time – 10 minutes, an hour,
a day or a week. After that time has passed, any email sent
to the address is automatically returned to its sender or
deleted. Other services offer addresses that expire after
they’ve received a certain number of messages: a single
message, or five or 10 messages.

Attachments and receiving email: in general, these services
only allow you to receive email at your disposable address,
not to send messages from that address, but a few do allow
sending as well so that you can effectively send email
anonymously. Some services allow you to receive
attachments in email and not just text.

Step by Step: Using a Disposable 
Email Address
Let’s see how some of the most popular disposable email
address services work in practice:
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1.  Start by visiting the website at which you want to
register – in our example, www.petforums.co.uk –
and follow the necessary links to begin signing up
for a free account. Enter the basic details required,
such as your name, choice of password, choice of
username and so on. All that remains is to enter your
email address.

2.  Keeping that registration form open, switch to a new
tab in your web browser and visit www.10minute-
mail.com. As soon as the website opens, it generates
an email address for you which you’ll see displayed
in large type.

3.  The email address is highlighted for you already.
Copy it to the clipboard by right-clicking it and
choosing Copy.

:

10minutemail.com: a 10-minute email
address in 10 seconds
Let’s assume you want to log on to a discussion forum about
pets, www.petforums.co.uk, but in order to use the website
you have to register a free account. This involves giving an
email address so that the website can send you a message,
and you have to click a link in that message to confirm you
received it.

The 10minutemail.com service gives you an email address
that exists for 10 minutes – long enough to receive and
respond to that verification message. 

Here’s how to use it:
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4.  Switch back to the tab containing the registration
form and paste this address into the box (or boxes)
asking for your email address: to do that, click in a
box and press + .Ctrl V

5.  Complete any remaining items on the registration
form, such as ticking a box to agree to terms and
conditions, and then click the button that submits
your registration form. You’ll see a note telling you
that an email has been sent to the email address
you’ve given.

6.  Switch back to the browser tab containing the
10minutemail.com web page. Within a few moments,
you should see a message appear on the page,
indicated by a box showing the sender's email
address and the subject line. Click this box to see the
text of the message. As well as welcoming you to the
Pet Forums website, the message contains a link to a
web page. If this link is clickable (i.e. if the mouse
pointer changes to a hand shape when you move
over it), click this link; if it’s not clickable, highlight
it and copy it to the clipboard (pressing + ),
then open another new tab in your browser, paste the
link into the address box by pressing + , and
then press             to visit it. You should arrive at a 

Ctrl C

Ctrl V
Enter
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While you’re waiting for the message to arrive at the
10minutemail.com page, a timer counts down the
minutes remaining until your address expires. If the
minutes are ticking by and the message you’re waiting
for still hasn’t arrived, you can click the 10 more
minutes! button to add another 10 minutes.

web page at Pet Forums confirming that your account
there is now active. 

Jetable.org: more time, plus forwarding to your
main email address
The 10minutemail.com service is ideal for the situation
outlined above because you’re only expecting to receive a
single email message, and you’re expecting to receive it
almost as soon as you’ve submitted the registration form –
well within the allotted 10 minutes.

There’s one catch to using 10minutemail.com, and online
forums like the Pet Forums website encapsulate this quite
nicely. Perhaps you want to ask a question in the forum and
receive replies by email: in that case, 10 minutes certainly
won’t be long enough for others to see your question and
respond to it! However, you don’t want to give your real
email address in your forum question because spammers’
automated software will soon find it and add it to their lists.
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1.  Visit www.jetable.org.

2.  Click in the box labelled Email address and type
your real email address. Check this carefully – if you
make a typing mistake, you won’t receive any of the
messages sent to your disposable address!

3.  Open the drop-down list labelled Life span and
choose whether you want your disposable address to
expire after an hour, day, week or month.

4.  Click the button marked Create your disposable
email address.

5.  Next, you’ll arrive at a page saying: ‘To authenticate
your mail, a validation was sent’. Open your email
program (or visit your web-based email account) to 
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Note that if you reply to one of the messages you
receive via Jetable.org, you’ll be doing so from your
own email account, thus giving the recipient your ‘real’
email address.

In this case, a good solution is to use the Jetable.org service
instead. Rather than limiting you to 10 minutes, Jetable.org
creates a disposable address that lasts for an hour, a day, a
week or a month. Any email messages sent to that address
are automatically forwarded to your ‘real’ email address.

When you need this type of disposable email address, here’s
what to do:

:

!
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    collect mail from the address you entered in step 2
and you should find a message from Jetable.org:
click the link contained in this message.

6.  This will take you to another web page at Jetable.org
like the one pictured below, where your new
disposable email address is shown in large type. You
can highlight this address with the mouse, press 

+ to copy it to the clipboard, and then paste
it into a registration form (or anywhere else you
want to quote it) by pressing + .Ctrl V

Ctrl C

33Mail: as many spam-free addresses as you want,
and the ability to reply!
Here’s a clever variation on the idea of disposable email
addresses. At 33Mail you begin by setting up a free account,
which just involves entering your ‘real’ email address and
choosing a username and password. As an example, I might
choose the username ‘robyoung’. That’s as quick as it
sounds, and 33Mail then sends a message to your real
address containing a link you have to click. When you click
the link, you’ll be whisked to another web page showing
your ‘33Mail domain’.
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Your ‘domain’ is the username you chose followed by a dot
and ‘33mail.com’. Just remember this (and the password you
chose for your 33Mail account) and there’s nothing much
more to do.

Whenever you have to give out an email address at a new
website, just invent one that ends with your 33Mail domain
and type it into the registration form. For example, if I were
signing up at Pet Forums, I’d choose ‘petforums@robyoung.
33mail.com’; if I were signing up at a website named
Hamster World, I’d choose ‘hamsterworld@robyoung.33-
mail.com’, and so on.

Whenever someone sends an email message to one of these
addresses, 33Mail can tell it’s for me by the fact that it ends
with my personal domain, and sends it on to my real email
account.

When I check my email in the usual way and I see the
message, I can tell straight away whether it’s been sent to
the ‘petforums’ address, the ‘hamsterworld’ address, or any
of the others I might have given out. If I want to, I can even
reply to it and 33Mail will strip out my real email address
so that I still remain anonymous to these websites.

Perhaps one day I start receiving adverts for watches and
medications at my ‘hamsterworld’ address. This tells me that
Hamster World has obviously given that email address to
spammers. At the top of one of these messages I can click a
link that blocks all further messages sent to this address –
effectively I delete the ‘hamsterworld’ address. However, I’ll
continue receiving messages from Pet Forums and anyone
else to whom I’ve given a 33Mail address. In other words,
all your 33Mail addresses are disposable, but you only need
to dispose of them if and when they start receiving spam.

Remember your
domain and
password!

Invent email
addresses
whenever you
need them

Instantly see
which address
received
the message

Spam at one of
the addresses?
Dispose of it
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