
Worst Passwords of 2018: Is Yours 
Among Them?
The results are in, courtesy of a company named SplashData.
Every year, they compile a list of the top 100 most-used
passwords, as gathered and shared online by website
hackers.

You wouldn’t think of hackers as providing a useful service,
but the availability of their lists of stolen passwords gives a
useful insight into how people’s approach to their own
online security is changing.

And, it seems, it isn’t changing at all! In 2018, as in the four
preceding years, the same two passwords take first and
second place. Yet again, too, not a single capital letter
appears anywhere in the top 100 passwords, and the only
symbols occur in the all-symbols feast at number 20 (which,
complex though it looks, is just the number keys 1–8 typed
with the Shift key down on an American keyboard).

Here are the top 24 most-used passwords of last year:
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The most-used
passwords in
2018

The top choices
are as poor 
as ever!

1) 123456 9) qwerty 17) 123123

2) password 10) iloveyou 18) monkey

3) 123456789 11) princess 19) 654321

4) 12345678 12) admin 20) !@#$%^&*

5) 12345 13) welcome 21) charlie

6) 111111 14) 666666 22) aa123456

7) 1234567 15) abc123 23) donald

8) sunshine 16) football 24) password1
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Do you use 
any of those
passwords
yourself?

Some sites may
not need a
complex
password…

…but at others a
strong password
is essential

Don’t trust 
to luck!

The question is, do you use any of these passwords yourself?
Or any of the passwords found in the entire Top 100 at
teamsid.com/100-worst-passwords? If you do, you might as
well not have a password at all. Since these passwords are
so well-known and widely-used, it’s not a matter of whether
your password would keep a hacker out of your account,
but whether he’d ever try to crack his way into it: if he did,
he’d be in within a minute.

But there’s another question worth asking: would that matter?

Some websites insist you create an account before you can
use them, providing your email address and choosing a
password, but that account doesn’t contain anything that
would interest a hacker: you haven’t provided any personal
or financial details, so if someone broke into that account,
they wouldn’t gain anything useful. For that type of
account, it makes sense to choose a simple, memorable
password – and perhaps even to use the same simple
password at all these ‘Doesn’t Matter’ websites.

But there are other accounts where your password matters
enormously. Banks and online stores that hold your financial
and payment details; social media accounts that contain your
personal information and that of your friends and family;
email accounts in which an imposter could send messages
to your contacts claiming to be you; household utilities and
insurance, holiday booking sites, phone and broadband
accounts and so on, where a hacker could wreak havoc…

For all these, you need passwords that really will keep
people out. Passwords of at least 10 characters, containing
a mix of upper- and lowercase characters and numbers, and
ideally a symbol or two. And if you are using any of those
‘worst passwords’ for important websites, change them as
quickly as you can: your luck can only last so long!
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The padlock
denotes a
‘secure’ website

Fake websites
rarely had a
padlock

Now the
majority do

Don’t treat the
padlock as proof
of authenticity

Web Browsing: Don’t Rely on the Padlock
What padlock? When you’re browsing the World Wide Web,
this is a little symbol you see to the left of the current web
page’s address if that page is ‘secure’. You can see it pictured
below in (from top to bottom) Microsoft Edge, Google
Chrome and Mozilla Firefox.

At a secure page, all the information you send and receive
is encrypted to prevent eavesdroppers from reading it as it
passes over the Internet. That’s particularly important when
you’re sending private information such as payment details
at an online shop, your password when signing into a
website, and so on.

In the past, that padlock tended to imply something else too:
that you really were at a genuine website, rather than a
cloned site set up by fraudsters to try to steal your private
details. A website owner has to pay money and provide
some proof of identity to gain this padlock, and criminals
rarely bothered.

Nowadays, sadly, that’s not the case. The fraudsters are
increasingly paying for this security to give their fake
websites this authentic-looking padlock. By late 2018, over
50% of fake websites sported a secure padlock.

The upshot is that you can no longer regard this padlock as
an indication that you really are at the genuine website you
thought you were visiting. Instead, before typing any private
information into a web page, do two things: first, certainly
check there’s a padlock; but second, check you really are at
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the site you intended. Is the address definitely spelt
correctly? Did you arrive by clicking a link in a (possibly-
spoofed) email message? If you’re in any doubt, leave, visit
a good search engine and search for the website by name
to find a link to the site you can trust to be genuine. 

Directory
Enquiries used 
to be free

Recently it could
cost £20 a call!

Find a number
for nothing at
BT’s online
phone book

Don’t Pay a Fortune to Find a Phone Number!
We all remember the good old days of the Directory
Enquiries service: a quick chat with an operator to provide
a name and address, the phone number you needed in
return, and at zero cost.

In 2003, this trusty free service ended, to be replaced by a
collection of competing 118 services. These services all cost
money, and in recent years they’ve been costing a small
fortune: up to £19.98 for a 90-second call, or £11.23 for a
call to the most popular service, 118 118. Just to find
someone’s phone number!

At long last, the telephone regulator Ofcom is going to cap
the prices charged by these services at £3.65 for a 90-second
call, but that’s still a ludicrous amount to pay.

And, with the Internet to hand, it’s completely unnecessary:
you can use BT’s online Phone Book service free of charge
to find the phone number of a person or business. Just visit
this address: thephonebook.bt.com

You arrive at a page on which you can search for a business,
choosing either Type of Business or Name of Business. To
find a residential phone number, click on Find a Person at
the top of the page and then enter their name and their town
(or, ideally, postcode). A minute’s work, and it could save
you at least £3.65!
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