
Remove Private Details from Your
Documents, or Encrypt Them for Security

Do you ever send Microsoft Office documents to others,
or collaborate on them? If you do, you might be passing
on more information than you know! All sorts of details
could be a quick click away from anyone who wants to
check them.

And even if you don’t share documents knowingly, you
might like to ensure that the sensitive information you
keep in them can’t be read by anyone who manages to get
their hands on them. Read on to learn how to secure your
Office documents by removing those hidden details or by
protecting them with a password.
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This article shows you how to:

� The unexpected details hiding in Office documents

� How to remove private information before sharing a document 
with someone else

� How to encrypt sensitive documents with a password
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Revealed: The Hidden Details in Your 
Office Documents
Your Word documents and Excel spreadsheets don’t just
contain the text, figures, pictures and charts you see on the
screen. There can be quite a lot of extra information
available to anyone who knows where to look for it, and
some of it may be information you’d prefer not to share!

Let’s start with a quick run through the extra information
that can be stored in an Office document:

•  Document properties: the ‘properties’ of a document
include its title, the name of its author, the name of the
person who last edited and/or printed the document,
comments and keywords. Some of these details are added
automatically by the Office program you were using
(such as Word or Excel); others you may have added
yourself, or they may have been included in the template
on which the document is based.

•  Statistics: each document or spreadsheet contains
statistics that note when the document was created, when
it was last modified, and the total time that has been
spent writing and editing the document. For a Word
document, the statistics also include the number of pages,
paragraphs, lines, words and characters.

•  Hidden text: in a Word document, you can format text
as ‘Hidden’: just select some text, press + to
open the Font dialog, select the Hidden option and click
OK. When you do that, the text will vanish from your
document. That might lead you to believe you could
share this document with someone, and that this text
won’t be visible to them, but you’d be wrong! The text is
still stored in the document, and it may even be in plain
view: if anyone reading this document has the
‘Show/Hide ¶’ option switched  on (as many Word users 
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Hidden text is
easily revealed!

Notes and
suggestions from
collaborators

Old versions of
text can remain
in the document

habitually do), that supposedly-hidden text will be visible.
As an example, here’s an innocent-looking line of text:

•  But, by simply switching on the ‘Show/Hide ¶’ option
(by pressing + + , for example) more
text is now revealed: 

•  Comments: if you’ve collaborated on a document with
someone else, their comments may still be included in
the file. These comments would usually be visible, but
since it’s possible to hide them, they may still lurk there
without your knowing. 

•  Revisions: a Word feature named Track Changes allows
you (or a collaborator) to edit a document in such a way
that the document still retains the original text. Using
the Review tab on the Ribbon, you can choose whether
to display just the latest version of the document, just
the original unaltered text, or a combination of the two.
If you choose to view the final version, it may look
innocent enough:

•  But anyone choosing the option ‘All Markup’ can see
what was changed along the way:

Ctrl Shift 8
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•  Details stored in templates: all Word and Excel docu-
ments are based on templates, and the template you use
may contain details (such as the document properties
mentioned above) added by its creator. That could lead
to embarrassment if you downloaded a template but
claimed to have created the document entirely alone (not
that you’d do such a thing, of course!). 

If you only ever create Office documents for your own use,
and you never need to share them with others or collaborate
on them, none of the above will bother you. But if you do
send documents to someone else, it’s a good idea to find out
what else may be hiding in the file and remove anything
you wouldn’t want to share.

How to Remove Unwanted Details from 
a Document
You could trawl through a document to look for hidden
details and try to remove them manually, but that would be
tedious and time-consuming, and you wouldn’t necessarily
find everything.

Fortunately, in all recent versions of Office, you don’t have
to do it yourself. A handy feature named the Document
Inspector can do it for you, finding any details in your
document you might not be aware of and offering to delete
them for you.

Here’s how to use the Document Inspector in Word 2010
and later:

It’s chiefly Microsoft Word users who are likely to need
the Document Inspector, so the steps below refer to
Word. However, the same feature is available in other
Office programs, such as Excel and PowerPoint, and you
use it in a similar way to that explained below.
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1.  Open the Word document you want to check, or, if
it’s already open, make sure you’ve saved any
changes you’ve made to it.

2.  Click the File tab at the far-left of the Ribbon and click
Info on the left. In the right-hand section, click on
Check for Issues and then choose Inspect Document.

3.  Now you’ll see the Document Inspector window
which lists a variety of items Word can look for in
your document. If there are certain types of item you
don’t want Word to bother checking, you can remove
the ticks beside them, but it’s not really necessary:
it’s simplest to let Word examine everything and
then choose what should be deleted afterwards. Click
the Inspect button at the bottom of the window to
start the check, which should only take a second or
two.

4.  When Word has finished inspecting your document,
the window will change to look like the following
screenshot. Any items with red exclamation marks
beside them indicate that Word has found hidden
information of those types. To remove the infor-
mation, click the Remove All button beside the item.

5.  After removing unwanted details from the document,
click the Close button at the bottom of this window.
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:
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If you’re sure your document doesn’t contain any hidden
text, revisions or comments, there’s an alternative method
you can use to remove your personal information from the
document properties:

1.  After saving and closing the document, press the 
+ keys to open File Explorer (known as

Windows Explorer in Windows 7) and navigate to
the folder in which the file is stored.

2.  Right-click the file and choose Properties.
3.  In the properties dialog that opens, switch to the

Details tab.
4.  At the bottom of this tab, click on Remove Proper-

ties and Personal Information.

E:

Quickly remove
properties from 
a document
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Choose how to
remove the
properties

5.  A new dialog opens, pictured in the next screenshot,
and gives you a choice between two options: 

  • Create a copy with all possible properties rem-
oved . This creates a new copy of the file (which
has the same name as the original but with – Copy
appended to it).

  • Remove the following properties from this file 
. After selecting this option, you can tick boxes

below to specify which information should be
removed. Anything you don’t tick will remain.

6.  After choosing an option (and, if you chose option 
, ticking the items you want to remove), click OK 
and then click OK again in the dialog that open-

ed in step 3.
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Encrypt Your Sensitive Documents to Keep
Them Private
Over the preceding pages, we’ve concentrated on documents
you intend to share with someone else. Sometimes, though,
whatever your intention, someone else might get a look at
a document you meant to keep private.

This might be someone else who uses your computer; it might
be because you sent someone the wrong file by mistake, or
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it might be because the PC or disk on which you keep the
file was lost or stolen. There’s always the danger too that a
malware infection could reveal the contents of your
personal files.

How can you ensure that your most private documents
remain secret? A little-known feature of the Microsoft Office
programs is that you can encrypt documents, protecting
them with a private password, so that no-one can open or
read them without knowing the password you chose.

Let’s look at how to do this with a sensitive Microsoft Word
document. (For a spreadsheet in Microsoft Excel, the steps
are similar, the main difference being that references to
‘Document’ are replaced with ‘Workbook’.)

Start Microsoft Word and open the document you want to
protect (or create a new document that will contain sensitive
information), and then follow the steps below:
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Protect
documents
containing
sensitive details

Open the
document to 
be protected

Type (and
confirm) the
password you
want to use

1.  Click the File tab at the far-left of the Ribbon and
choose Info at the left of the window.

2.  On the right, click the Protect Document button and
choose Encrypt with Password.

3.  Now you’ll see a little dialog, pictured below, which
prompts you to choose and enter a password. Do this
and click OK. A similar little dialog will then appear,
asking you to enter the same password a second
time.

:
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Whenever you try to open
your encrypted document in
future, you’ll be presented
with a little dialog that asks
for its password. If you enter
the password correctly, the
document will open, and you’ll be able to read, edit, print
and save it in the usual way.

If you ever want to remove the password from a document,
the process is very similar. Open the document – which of
course involves entering its password one final time – then
click the File tab and again choose Protect Document
followed by Encrypt with Password. In the little dialog that
appears, delete the password (or more accurately, the row
of blobs in the password field) to leave the box empty, then
click OK. Click the File tab to go back to your document
and press + to save it, and the password is now
removed.

Ctrl S

Save your
document

The password is
required to open
the document

How to remove
the password
from a
document
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! When choosing a password, make absolutely sure it’s
one you won’t forget! There’s no known way to recover
the contents of a password-protected Office document
without its password.

4.  Once you’ve done this
and clicked OK, you’ve
finished: press the
key (or click the File
tab again) to return to
your document, and be
sure to save it before
closing it.

Esc
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