
How to Stop Websites and Advertisers
Tracking Your Movements Online

With the rise of the huge Internet companies like
Facebook and Google, whose income depends on
advertising, you’re being watched wherever you go
online. This ‘tracking’ is supposedly done for your
benefit – to ensure you see adverts that are relevant
to your tastes and interests – but many people
regard it as an unwelcome intrusion. If you feel the
same, read on to learn the steps you can take to put
a stop to it.
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This article shows you how to:

� Adjust your browser’s settings to avoid tracking

� Install and use an ad blocker

� Keep your searches private when using Google
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How and Why Websites Track You
It’s all about money, of course. Advertisers pay to place their
ads on websites, and they need us to click those ads. The
advertisers in question are not small companies: they’re
giant networks running advertising campaigns for countless
companies at once.

One such example is Google. You might think of Google as
a web-search company, but it isn’t: it makes its money
chiefly from selling advertising. Indeed, you probably notice
little collections of ‘Ads by Google’ on many of the websites
you visit. Other ads you see on web pages aren’t as easy to
identify, but they were all probably placed there by one of
the dozen-or-so major ad networks.

The trouble these networks have is matching ads to viewers.
A retired gentleman with an interest in sailing and gardening
isn’t likely to click ads for pushchairs or anti-wrinkle cream,
so displaying those ads to him is a wasted opportunity.
Whenever they’re about to display an ad to this gentleman,
they’d love to know his approximate age, gender and
interests. And wouldn’t it be handy to know he’s thinking
of buying a new TV?

This sort of knowledge is valuable to the advertising
networks, so they try to learn all they can about us. They do
so by tracking our movements around the Web using a
variety of methods:

•   When you arrive at a website, the site knows which
website you came from (and, if it was a search engine
such as Google, the search text you typed). It can
obviously also track which pages you look at on this site,
how long you spend on each, what you search for (if the
site has a search function), and where you go next if you
follow a link to another website. The site may well share
this information with its advertisers.

Ads are placed
by large
networks

They want to
show ads related
to our interests

Websites know
where you 
came from
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•   Perhaps you’ll spend an hour or so wandering from one
website to another. The same few ad networks will have
placed ads on the majority of those sites. Therefore, the
ad networks also know which sites you visited and
which web pages you viewed. The ads don’t just try to
sell you things; they track your movements from one
web page to another, telling the ad networks more and
more about your habits and interests.

•   At many websites you visit, you’ll find little buttons
relating to social networking sites: ‘Like’ and ‘Share’
buttons for Facebook; ‘+1’
buttons for Google+; ‘Tweet’
buttons for Twitter; and so on.
They may seem innocuous, but these little buttons are
tracking your travels around the Web in exactly the
same way as the ads do, telling those social networks
more about you.

•   Websites and advertisers can also tell which country
you’re in, which browser you use, which version of
Windows you have, and other useful things about your
PC’s hardware and software. More sneakily, they may be
able to determine which websites you’ve visited in the
past few days.

The major websites and ad networks invest a huge amount
of time and money in tracking us, using sophisticated (and
very secret) analysis to construct profiles of us. In theory,
these profiles are anonymous: they don’t know our names
or addresses, and they’re simply used to recognise us when
we arrive at a website. In practice, though, who knows?

The real question is whether or not you regard this tracking
as an invasion of your privacy. If you do, and you’d like to
make things more difficult for the websites and advertisers
who engage in it, the five steps that follow will help you
do so.

O 440/3
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Ad networks can
track which sites
you visit

Tiny icons follow
you around

Tracking is big
business…

…but it invades
your privacy
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Ask websites not
to track you

Switch on Do
Not Track
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Step 1: Switch on the ‘Do Not Track’ Option
Whenever you want to open a web page, your browser has
to send a request to the website whose page it is. This
request contains a variety of details, and one of those is a
setting named ‘Do Not Track’ (or ‘DNT’ for short).

Do Not Track does exactly what it says on the tin: it tells
every website you visit that you don’t want to be tracked.
In order to use it, however, you have to switch it on. There’s
a general consensus among websites and advertisers that
the DNT setting should always be ‘Off’ by default, and they’ll
only obey the setting if the user has explicitly chosen to
switch it on. 

To switch on Do Not Track, follow the appropriate steps
below for your web browser.

Internet Explorer 11:

That hints at the catch with Do Not Track: websites and
advertisers don’t have to take any notice of it! Even if
you switch it on, they can ignore it, and several large
companies state openly that they do exactly that.
Nevertheless, if you don’t want to be tracked, it
obviously makes sense to switch on this option and
ensure that your preference is at least made clear.

1.  Click the cog icon at the far-right of Internet
Explorer’s toolbar.

2.  On the menu that opens, move the mouse down to
Safety and then click on Turn on Do Not Track
requests .

3.  A little ‘Do Not Track’ dialog will appear. At the
bottom of this dialog, click the Turn on button.

1

2

!

:

3

WA2 O440.qxp_February 2020  18/12/2019  16:16  Page 40



The Windows Advisor   February 2020 41

O 440/5Online Privacy: Prevent Websites Tracking You 

Mozilla Firefox:

1.  Click the ‘Open menu’ (three horizontal lines) button
at the far-right of Firefox’s toolbar.

2.  In the panel that opens, click on Options. This opens
the ‘General’ page of Firefox’s options.

3.  At the left of the page, click on Privacy & 
Security .

4.  A little way down the page, below the words Send
web sites a “Do Not Track" signal, select the Always
option .

5.  Close the tab containing this ‘Options’ page and
you've finished.

4

5

:

1

2
3

4

5
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Google Chrome:

1.  Click the menu button (three vertical dots) at the far-
right of Chrome’s toolbar.

2.  In the menu that opens, click on Settings. This opens
Chrome’s Settings page in a new tab.

3.  At the bottom of the Settings page, click the word
Advanced. This word disappears and some add-
itional settings appear in their place.

4.  Below the Privacy and security heading that has just
appeared, you’ll find a collection of switches: click
the switch beside Send a ‘Do Not Track' request
with your browsing traffic to turn it on.

5.  A pop-up message will tell you a little about what
this option does: click Confirm. You can then close
the Settings tab and you’ve finished.

Microsoft Edge:

1.  Click the … button at the far-right of Edge’s toolbar.
2.  Choose Settings near the bottom of the menu that

opens.
3.  At the left of the Settings panel, choose Privacy &

security.
4.  Below the ‘Privacy' heading you’ll see the words

Send Do Not Track
requests, with a switch
currently set to ‘Off’.
Click the switch to turn
it to On.

5.  Press the key on your keyboard to close this
settings panel and you’ve finished.

Esc

:

:
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Advertisers can
ignore Do Not
Track

You can remove
a common
method of
tracking

Internet Explorer 11 & 9:

1.  Click the cog icon at the far-right of Internet
Explorer’s toolbar and choose Internet options.

2.  Next, in the Internet Options dialog, switch to the
Privacy tab.

3.  Halfway down, click the Advanced button.
4.  Now you’ll see another dialog titled ‘Advanced

Privacy Settings’. Tick the box beside Override auto-
matic cookie handling .1

:

Step 2: Tell Your Browser to Block 
Third-party Cookies  
The problem with the Do Not Track setting, explained above,
is that it’s like leaving the fox to guard the hen-house.
Although it makes your feelings clear about being tracked,
it may not achieve as much as its name suggests. Over the
next few pages, we’ll look at other options which have a
more practical effect.

The first of these is to block ‘third-party cookies’. A ‘cookie’
is a little text file stored on your PC by a website you visit,
and it’s generally harmless: only the site which created the
cookie can read it, so it can’t be used to track your
movements beyond that one single site.

However, the ad networks who place advertisements on
websites can also create cookies, and these are known as
‘third-party cookies’. Since the ad networks place their ads
on vast numbers of websites, these cookies can be used to
track which websites you visit. Therefore, one way to make
life difficult for the ad networks is to refuse to accept these
third-party cookies, and your web browser offers just such
an option. Follow the appropriate steps below to switch
it on:

WA2 O440.qxp_February 2020  18/12/2019  16:16  Page 43



5.  Below the heading Third-party Cookies, click on
Block .

6.  Finally, click OK, then click OK again in the Internet
Options dialog.

2
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Mozilla Firefox:

1.  Click the ‘Open menu’ (three horizontal lines) button
at the far-right of Firefox’s toolbar and choose
Options in the panel that appears.

2.  Then, at the left of the ‘Options’ page that opens,
click on Privacy & Security.

3.  Where you see a choice between Standard, Strict and
Custom, click on Custom .3

:

1

2

4

3
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4.  Make sure there's a tick to the left of Cookies, then
open the drop-down list to its right and choose All
third-party cookies .

5.  Close the tab containing this ‘Options’ page and
you’re done.

4
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Google Chrome:

1.  Click the menu button (three vertical dots) at the far-
right of Chrome’s toolbar.

2.  In the menu that opens, click on Settings. This opens
Chrome’s Settings page in a new tab.

3.  At the bottom of the Settings page, click the word
Advanced. This word disappears and some addition-
al settings appear in their place.

4.  Below the Privacy and security heading, click on
Site settings.

5.  Click on Cookies and site data and then click the
switch beside Block third-party cookies to turn 
it on.

5

6.  Close the tab containing this ‘Settings’ page and
you've finished.

5

:
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Prevent ads from
being displayed

Install Adblock
Plus
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Microsoft Edge:

1.  Click the … button at the far-right of Edge’s toolbar.
2.  Next, choose Settings near the bottom of the menu

that opens.
3.  At the left of the Settings panel, click on Privacy &

security.
4.  Below the Cookies heading, open the drop-down list

and choose Block only third-party cookies.
4.  Press the key on your keyboard to close this

settings panel and you’ve finished.
Esc

Step 3: Install a Free Ad Blocker
So far, you’ve told websites and advertisers you don’t want
them to track you, and by refusing third-party cookies
you’ve removed one common way in which that tracking is
done. But the major ad networks aren’t easily thwarted, and
they use other tricks besides cookies.

We haven’t run out of options yet, though, and the next is
easily explained: if you don’t allow advertisements to be
displayed on web pages, those ads can’t be used to track
you. The way you do that is by installing an ‘ad blocker’.

The ad blocker we recommend is named Adblock Plus, and
it’s available as a free extension for all four browsers. As
well as blocking all the most distracting and irritating ads,
it has the handy side-effect of speeding up your web
browsing (because as much as 60% of the data on a
standard web page consists of ads and trackers that will no
longer be loaded). In the steps you’ll follow below to install
Adblock Plus, you can recognise it by its logo – a red
hexagon containing the white letters ‘ABP’.
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Internet Explorer:

1.  Visit the website adblockplus.org and click the Agree
and Install for Internet Explorer button.

2.  At the bottom of the window, click on Run.
3.  Confirm the security prompt from User Account

Control and you’ll see a dialog asking you to shut
down IE so Adblock Plus can be installed: click Yes.

4.  Now you’ll see Adblock Plus’s setup window. Click
Next, then Install, and finally Finish.

5.  Start Internet Explorer again and at the bottom you’ll
see a note that Adblock Plus is ready for use. Click
the Enable button, then close Internet Explorer again
and wait a few seconds before restarting it. All done,
and you’re ready to carry on surfing as usual.

:

Mozilla Firefox:

1.  Click the ‘Open menu’ (three horizontal lines) button
at the far-right of Firefox’s toolbar, choose Add-ons.

2.  At the top of the ‘Add-ons Manager’ tab that opens,
click in the search box and type adblock plus then
press .

3.  You should see Adblock Plus at the top of the search
results, with its roadsign-like ‘ABP’ logo. Click its
name and this takes you to another page that gives
you full details of Adblock Plus.

4.  Near the top of the page, click the Add to Firefox
button, then click Add in the pop-up box that.

5.  Within seconds, another tab will open confirming
that Adblock Plus has been installed. Close this tab
by pressing + , and you can also close the
Add-ons Manager tab that opened in step 2.

Enter

Ctrl W

:
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Google Chrome:

1.  Visit the website adblockplus.org and click the green
Get Adblock Plus for Chrome button.

2.  This will take you straight to Adblock Plus’s page at
the Chrome Web Store. At the top-right of the page,
click the Add to Chrome button.

3.  In the pop-up box that appears, click the Add
extension button.

4.  Within a few seconds you’ll see a new tab con-
firming that installation was successful. Close this
tab by pressing + , leaving you with just
the tab you started with. In this tab, continue
browsing the Web as you always do, but ad-free.

Ctrl W

In Google Chrome, Adblock Plus has an interesting
extra feature that it doesn’t have in other web browsers:
the ‘ABP’ icon on Chrome’s toolbar tells you how many
ads have been blocked. In case you’re in any doubt that
Adblock Plus is worth having, a quick glance at this
icon will tell you it’s doing something useful!

:

Microsoft Edge:

1.  Click the … button at the far-right of Edge’s toolbar
and choose Extensions.

2.  In the panel that opens, scroll to the bottom (if nec-
essary) and click the Explore more extensions link.

3.  This opens the Microsoft Store app. Click in the
search box in this app’s top-right corner, type adbl-
ock plus and choose Adblock Plus from the
drop-down panel that appears below the search box.

:
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Carefully
targeted
tracking
prevention

1.  Click the cog icon at the far-right of Internet
Explorer’s toolbar. :

4.  You’ll arrive at Adblock Plus’s own page at the store:
click the Install button at the top.

5.  Within a few seconds you’ll see confirmation that
Adblock Plus is now installed. Switch back to Edge
and click Turn it on in the pop-up that has appeared
and you’ve finished. You can close the Microsoft
Store app and carry on browsing web pages in Edge.

Step 4: Turn on ‘Tracking Protection’
Whether or not you choose to install Adblock Plus, there’s
a related feature available in Internet Explorer and Mozilla
Firefox which I definitely recommend using. (Sadly it’s not
included in Google Chrome or Microsoft Edge.)

It’s called ‘Tracking Protection’, and it blocks all content from
companies known to track Internet users. This means it takes
a more targeted approach than an ad blocker: rather than
trying to block all (or most) advertising, it aims to block any
third-party content likely to be used to track you, be it an
advertisement, a picture, a video or something else entirely.

To switch on Tracking Protection, follow the appropriate
steps for either Internet Explorer or Mozilla Firefox below.

Internet Explorer 11 & 9:
In Internet Explorer, along with switching on the Tracking
Protection feature, you also have to install something called
a ‘Tracking Protection List’ – a list of the offending companies
to be blocked. The most popular choice is a list named
‘EasyList Standard’, so I’ll show you how to install that one. 
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Find ‘EasyList
Standard’

2.  On the menu that opens, move the mouse down to
Safety and then click on Turn on Tracking
Protection (or, in version 9, Tracking Protection).

3.  This opens a window titled ‘Manage Add-ons’. In the
list at the left, you’ll see that ‘Tracking Protection’ is
selected . Just below this list, click the words Get
a Tracking Protection List online .

4.  Another Internet Explorer window will open and
take you to a web page on Microsoft’s website. In
this window, scroll down until you reach a Tracking
Protection Lists heading . Below this heading,
find EasyList Standard (it may be immediately
beneath the heading, as in the screenshot below) and
click the Add button to its right. 

5.  In the little dialog that appears next, click the Add
List button.

2

1

3

4

1

2

3
4
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Close the
‘Manage
Add-ons’
window

You need to
select the
Custom option
for this

6.  Close the Internet Explorer window that opened in
step 4 and you’ll be returned to the ‘Manage Add-
ons’ window. It looks just the same as it did before,
but don’t worry: you’ve now switched on Tracking
Protection. Click Close at the bottom of the ‘Manage
Add-ons’ window and you’ve finished.  

Mozilla Firefox:

1.  Click the ‘Open menu’ (three horizontal lines) button
at the far-right of Firefox’s toolbar and choose
Options in the panel that opens.

2.  At the left of the Options page that opens, click on
Privacy & security.

3.  You might remember that you’ve been here before.
If you followed my advice on pages 8 and 9, you
switched from the ‘Standard’ option to the ‘Custom’
setting in order to disallow ‘All third-party cookies’.
If you chose not to do that for any reason, that’s fine,
but you do need to click on Custom now so that you
can switch on Firefox’s tracking protection.

4.  Make sure there’s a tick to the left of the word
Trackers and then open the drop-down list to its
right (which
currently shows
‘Only in Private
Windows’) and
choose In all
windows.

5.  Close the tab
containing this
‘Options’ page,
finished.

:
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Step 5: Use a Private Alternative to Google
For many of us, our starting point to finding information
online is Google. Whether you want to plan a Spanish
holiday, buy a fridge, or learn to play poker, you probably
begin with a search at www.google.co.uk.

Google’s huge success lies in its uncluttered simplicity and
the fact that its search results are top-notch. However, it’s
important to remember that Google’s main business is
advertising, and that gives it every incentive to learn as
much about us as it can. What better way to do that than by
monitoring what we search for and which websites we visit
afterwards? When you suddenly start seeing advertisements
for Spanish hotels, fridges and online casinos, it’s not a
coincidence!

If you are concerned about having your movements tracked
online, a sensible step is to stop using Google’s search
engine. But that doesn’t mean you have to give up Google’s
excellent search results.

Instead, visit startpage.com. It has a similarly uncluttered
layout, and when you search here, it passes your search
query to Google and then shows you Google’s own search
results. However, it does all this anonymously (and without
tracking you itself): you get all the benefits of a Google
search, while denying Google the opportunity to learn
anything more about you.

Google has
become popular
for good
reason…

…but it has easy
ways to track us

Search Google
privately using
startpage.com
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