
Securely Connect to Public Wireless
Networks and Surf the Web Safely

These days, travelling with a notebook PC or tablet
doesn’t mean surviving without Internet access.
Everywhere you go, you’ll find public WLANs (aka
wireless networks) and Wi-Fi hotspots in cafes and
restaurants, hotels, libraries, airports and railway
stations, and even on trains and aeroplanes. Just
connect your portable PC to the network and you’re
ready to use the Internet.

But be careful about it! They may be convenient, but public
Wi-Fi networks can also be dangerous. In this article, I’ll
explain how to connect to a public wireless network and use
it safely.
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This article shows you how to:

� Successfully connect to a public WLAN

� Use the Internet safely on a public wireless network

� Avoid falling for scams at Wi-Fi hotspots
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Check Your Security Before You Travel!
We all know the Internet is a risky place. But when you’re
connected to your own home’s wireless network, that’s one
less thing to worry about: you know that no-one but you is
using the same network.

When you’re travelling and you connect to a public Wi-Fi
network, other people are connected to that network too,
and some of them may be up to no good. Someone with
criminal intentions could connect to the same network and
eavesdrop on the data being passed between other users’
computers and the Internet, or attempt to hack into those
computers.

To a large extent, keeping yourself safe on a public network
involves following some simple advice, which we’ll come to
a little later. However, before you travel, it’s important to
make sure that your computer is also doing all it can to keep
you secure:

•   Use Windows Update to ensure that all available up-dates
for Windows and Microsoft Office have been downloaded
and installed. If you use Microsoft Edge (in Windows 10)
or Internet Explorer as your web browser, Windows
Update will also update those.

•   If you use a different web browser, such as Firefox or
Google Chrome, check whether a newer version is
available and install it.

•   Check for updates to any other Internet-related software
you use, such as your email program, PDF reader and
media player.

•   Make sure your anti-virus software is up-to-date. That
means ensuring you have the latest version of the
software itself, and also running its ‘Update’ feature to
install the latest ‘virus definitions’.

Your home’s
WLAN is secure

Public WLANs
may not be

Boost your PC’s
security

Make sure
Windows is
updated

Update your 
web browser…

…and other
Internet
software

Update your
anti-virus
software
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The Two Ways of Connecting to 
Public Wi-Fi
When you’re away from home and you want to connect to
the Internet via a wireless network, there are two subtly-
different methods used: 

•   Network login: in many places (hotels and cafes esp-
ecially), use of the Wi-Fi network is free. You’ll be
con-necting to a ‘secured’ network, and the hotel or café
will tell you the name of the network to connect to and
the password you’ll need to type to gain access.

•   Hotspot login: at a Wi-Fi hotspot, you’re connecting to
an ‘unsecured’ or ‘open’ network and all you need to
know is the name of that network. Use of the hotspot
usually isn’t free: you pay for Internet access, often by
the hour. After connecting to the hotspot, your web
browser takes you to a page where you either pay for
access or enter the username and password you received
when you paid earlier. Once you’ve paid and/or logged
in, you can use the Internet in the usual way, and a little 
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Connect by
typing a
password

Connect to the
network and pay
by the hour for
Internet access
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You need the
network name
and password

Click the
network name

Will you use this
network again?
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browser window keeps you posted on how much of your
allotted time remains.

Network Login: Connect to a Public WLAN
Many hotels, restaurants and cafes offer free Wi-Fi to their
customers. You’ll often see a notice on the wall or the
reception desk which gives the name and password for the
wireless network, or you’ll find them in the information
book in a hotel room. Armed with these two essential pieces
of information, just follow the appropriate steps below for
your version of Windows.

Windows 10

: 1.  Amongst the little icons beside the clock on the
taskbar you’ll see the Wi-Fi icon . The asterisk in
its top-left corner indicates that you’re not currently

connected to a wireless network,
but networks are available. Click
this icon.

2.  A panel opens at the right of your screen listing all
the wireless networks within reach of your com-puter.
Click the name of the network you were told to
connect to (in my example, its name is ‘Excelsior
Hotel’) .

3.  Now choose whether the Connect automatically box
should be ticked or not:

•   If you don’t expect to ever use this network again,
remove the tick.

•   If you expect to use this network regularly (daily dur-
ing a week’s stay in a hotel, for example), leave the box
ticked. In future, Windows will automatically connect
to this network whenever you’re within range of it. 

1

2

3

1
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4.  Click the Connect button .4

Select the required network and connect to it

After entering the password, you’re ready to use the Internet

2

3

4   

5   

6

7
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Type the
network’s
password

Click the
network name

Will you use this
network again?

Connect
Type the
password

Done – you can now start your web browser and begin
using the Internet.

Windows 8.1

: 1.  Amongst the little icons beside the clock on the task-
bar you’ll see the Wi-Fi icon . The asterisk

indicates that you’re not currently
connected to a wireless network,
but networks are available. Click

this icon.
2.  A panel opens at the right of your screen listing all

the wireless networks within reach of your computer.
Click the name of the network you were told to
connect to (in my example, pictured in the screenshots
on the next page, its name is ‘Excelsior Hotel’) .

3.  Now choose whether the Connect automatically box
should be ticked or not:

•   If you don’t expect to ever use this network again,
remove the tick.

•   If you expect to use this network regularly (daily
during a week’s stay in a hotel, for example), leave
the box ticked. In future, Windows will automatically
connect to this network whenever you’re within
range of it. 

4.  Click the Connect button .
5.  In the text box that appears, type the password you

were given and click Next .

1

2

3

4

5 6

1

5.  In the text box that appears, type the password you
were given and click Next .

6.  After a few seconds, you’ll see the word ‘Connected’
below the network you selected . 

5 6

7

WA11 W374.qxp_November 2019  03/10/2019  12:08  Page 74



The Windows Advisor   November 2019 75

W 374/7WLANs: Stay Safe on Public Wi-Fi 

Click on No6.  Now the panel changes to ask whether you want to
find other PCs, devices and content on this network.
You never want to do this on a public network, so
click the No button . (If you were connecting to
your home network, you’d click Yes.)

7

Select the required network and connect to it

After entering the password, click Next and then No

2

3   

4

7

6

5   
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Click the
network name

Will you use this
network again?

Done – you can now start your web browser and begin
using the Internet.

Windows 7

: 1.  Amongst the little icons beside the clock on the
taskbar you’ll see the Wi-Fi icon . The asterisk
indicates that you’re not currently
connected to a wireless network,
but networks are available. Click
this icon.

1

2.  A panel opens at the right of your screen listing all
the wireless networks within reach of your computer.
Click the name of the network you were told to
connect to (in my example, pictured below, its name
is ‘Excelsior Hotel’) .

3.  Now choose whether the Connect automatically box
should be ticked or not: 

2

3

1

Select the required network and connect to it

2

3

4
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•   If you don’t expect to ever use this network again,
remove the tick.

•   If you expect to use this network regularly (daily
during a week’s stay in a hotel, for example), leave
the box ticked. In future, Windows will automatically
connect to this network whenever you’re within
range of it. 

4.  Click the Connect button .
5.  The panel you were using disappears, and in its place

you’ll see a little dialog which prompts you to type
the ‘security key’ (password) you were given to
access the network. Type the password into the text
box and click OK .

6.  Finally, you’ll see a ‘Set Network Location’ window
which asks you where this network is located. Click
on Public network .

4

65

7

Done – you can now start your web browser and begin
using the Internet.
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Connect
Type the 
network’s
password

Click on 
Public 
network

After entering the password, click OK then choose Public network

5 6 7
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Wi-Fi hotspots
are rarely free…

…unless you’re
already a
customer

Two ways of
paying for
Internet access

Connect to 
this ‘unsecured’
network
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Hotspot Login: Connect to a Wi-Fi Hotspot
Many hotels now treat Internet access much like bedding
and hot water – their customers expect it, so they have to
provide it at no extra charge. Elsewhere, however, it’s a
different story. In airports, railway stations, restaurants and
pubs, you’ll often find that a Wi-Fi hotspot is available, but
not necessarily for free.

Here in the UK, you’ll find hotspots provided by big names
such as BT, Sky (which also calls itself ‘The Cloud’), Virgin
Media and O2, amongst others. If you’re a customer of one
of these companies, either for your home broadband or your
mobile phone, you’ll have free access to the same company’s
Wi-Fi hotspots. And if you can find an O2 hotspot, it’s free
for anyone who wants to use it, as are some of the hotspots
provided by Sky/The Cloud.

If you’re at a hotspot you can’t use for free, there are two
ways in which you might pay. In some cases, you pay face-
to-face at a reception desk and receive a ticket which acts
as a receipt and also contains a username and password
you’ll use to log on to the network. In others, you connect
to the network first and then start a web browser which takes
you to a web page at which you pay for Internet access. In
either case, you’ll usually pay by the hour, choosing in
advance the length of time you’ll need.

To connect to a Wi-Fi hotspot, follow these steps:

: 1.  Begin by finding out the exact name of the wireless
network to which you have to connect and, if the
hotspot works this way, visit the reception desk to
pay for access.

2.  Now follow the steps given earlier in this article to
connect to the network, but with one difference: you 
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Start your web
browser

Log in to the
hotspot or pay
for access

Don’t waste 
the time you’ve
paid for!
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    won’t be prompted for a password along the way, so
shortly after clicking the network name, you’ll be
connected to it.

3.  Your web browser may start automatically. If it
doesn’t, start it yourself. It should take you straight
to the hotspot’s own web page. 

If it doesn’t, type any web address, such as www.
google.com: if the Google web page appears, this
suggests you’re at a free hotspot and you can simply
carry on using the Internet, ignoring the steps below.
More likely, whatever address you typed, you’ll be taken
to the hotspot’s pay-ment/login page instead.

4.  At the hotspot’s web page, you’ll see an option to log
in, either using your BT/Sky/Virgin Media sub-
scription details (if this is one of their hotspots and
you’re a customer) or the details on the receipt you
were given at the reception desk. Alternatively, you’ll
see options to pay for access, selecting the length of
time you need and paying online. Once you’ve logged
in or paid, you can continue using the Internet.

5.  If you’ve paid for access, a small browser window
will usually keep you posted on how much time
you’ve used (or have remaining). If so, be sure to log
out or disconnect from the network or switch off
your PC when you’ve finished using the Internet;
otherwise your remaining time will continue ticking
down towards zero, even though you’re not actually
doing anything online!
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Be sure you
know the correct
network name

Don’t transmit
sensitive details

Is anyone
watching what
you type?

Keep your PC
with you at 
all times

Others are using
the hotspot too

They could
snoop on what
you're doing

The Risks to Avoid with Public WLANs
When you’re using public Wi-Fi, it’s important to remember
that there are people around you, and that some of them will
be using it too – perhaps for nefarious purposes. 

Unlike your own home network, the public Wi-Fi network
may not be encrypted, so anything you send or receive could
be read easily by another user who is able to intercept it. The
people around you are not necessarily as innocent as you
think: in busy locations, criminals like to sit down with their
own PCs and try to snoop on the data passing around the
wireless network.

With that in mind, pay attention to these rules:

•   Before connecting, find out the exact name of the
network you have to connect to. If you see two similarly-
named networks in the list, be sure you’re choosing the
right one. Don’t take any chances with this, particularly
if you’ll have to type login or payment details after
connecting. If you’re unsure which of the available
networks is the right one, don’t go any further until you
know for certain.

•   Don’t use online banking or shopping when you’re
connected to a public Wi-Fi network.

•   If you send email or use a chat program, don’t type any
personal information in the messages you send.

•   If you have to type a password – when logging into
Windows, your email account, and so on – make sure
no-one is looking over your shoulder to see what you’re
typing.

•   Never leave your tablet or notebook unattended: if you
have to get up, even for a moment, always take it with you.
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