
Avoid Identity Theft and Stolen Data by
Choosing Secure Passwords!

Without passwords our digital world would
cease to exist. From the four-digit PIN used for
bank cards to the many passwords we use to
sign into Windows, access our email and use
online shops, much of what we do these days
relies on a password.

The trouble is, how are you supposed to remember all these
passwords? To make life easier, many people use relatively
simple passwords, but criminals can crack these surprisingly
quickly. In this article, I’ll explain how they do it, and how
you can create strong passwords that are also easy to
remember.
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Weak Passwords: Like Having No 
Password at All!
Every year, a security company named SplashData evaluates
millions of passwords that have been leaked on the Internet
(usually as the result of large-scale data thefts from
websites). They did the same again at the end of 2018 and
the results, as always, made grim reading: they revealed that
a huge proportion of us choose passwords that are extremely
weak.

The majority of passwords found by SlashData were simple
words or short sequences of numbers that are easy to guess,
and the same passwords had been chosen by vast numbers
of users.

Some of the most-used passwords are very simple indeed:
123456, password, 12345678, qwerty, abc123, and common
first names such as charlie or donald (the latter being a new
entry to the list, clearly inspired by a certain US president).

Security experts have summed up these findings by saying
there’s clear evidence of apathy among users: it seems that
many people feel it’s good enough just to have a password

Most passwords
are easily-
guessed

Short, simple
letter and
number
sequences
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– any password at all – and they don’t realise how easily
simple passwords can be figured out.

Let’s say hackers decide to target an online service such as
a shop or social-networking site with the aim of breaking
into users’ accounts. How long do you think it would take
them to crack a six-character password protecting one of
those accounts?

Well, depending on the computer they’re using, it could be
as little as a second, and it shouldn’t take more than 10
minutes – not long at all.

How do they do it so quickly? It really comes down to the
speed of modern computers. If that six-character pass-word
uses only lowercase letters of the alphabet, there are about
309 million possible combinations. That may sound an
awful lot, but a standard desktop computer can test millions
of combinations every second.

If the password consists of eight characters and uses a
mixture of lower- and uppercase letters, numbers and
symbols, the number of permutations runs into many
billions and would take hundreds of days to crack. Criminals
can shorten the cracking time by using many computers at
once in a concerted attack, but even then the job could take
many days. The account protected by that password –
whatever type of account it is – is unlikely to be worth the
bother when there are so many other poorly-protected
accounts to target instead.

P 040/3

The Windows Advisor   November 2019 55

Passwords: Protect Your Online Accounts

Cracking a 
six-character
password

A computer
might do it in
seconds

An eight-
character
password

Interestingly, the password 12345678 dropped down the
rankings, while 123456789 rose a few places. That
suggests a growing awareness that longer passwords are
better – but still a lack of understanding that length
alone isn’t enough. And still the most popular password
is 123456, with the word password coming in second.
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The numbers illustrate that the difficulty of cracking a
password increases greatly when the password consists of
more than six characters and includes a mixture of both
uppercase and lowercase letters, numbers and symbols.

•   Password with 6 characters, consisting only of lowercase
letters: 308,915,776 possibilities (about 309 million).

•   Password with 8 characters, consisting of lowercase and
uppercase letters: 53,459,728,531,456 possibilities
(about 53 billion).

•   Password with 10 characters, consisting of both
lowercase and uppercase letters, numbers and symbols:
10,737,418,240,000,000,000 possibilities (about 11
trillion).

The numbers involved are mind-bogglingly big, but every-
day life offers simpler examples. In the picture below, the
three-digit suitcase lock on the left offers fewer com-
binations than the four-digit bicycle lock on the right:

•   Suitcase lock: 10 x 10 x 10 = 1,000 possibilities

•   Bicycle lock: 10 x 10 x 10 x 10 = 10,000 possibilities
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Trying to guess the combination for the bicycle lock would
therefore be expected to take 10 times as long as for the
suitcase lock.

Summary: The longer the password, and the bigger the pool
of characters it uses, the more difficult it is for hackers to
crack it. The difference between a ‘simple’ six-character
password and a ‘complex’ 10-character password is
immense: rather than just taking seconds or a few minutes,
the complex password would usually take years to decipher
– much longer than it’s worth.

Nevertheless, studies clearly show that the majority of
computer users choose short passwords – albeit probably
without realising the possible consequences. 

Ultimately, it’s not your short, simple password that’s kept
your account safe, it’s the fact that so far no-one has tried
to crack it!

The 8 Worst Mistakes with Passwords
Let’s return to SplashData’s list of the worst passwords of
2018. You can see the top 24 most commonly-used
passwords listed over the page, and if you’re using one of
these passwords for anything that matters, you might as
well have no password at all. The world’s hackers know very
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Short passwords
are easily
cracked

All-lowercase?
Just as easy!

well which passwords are popular, and you can bet these
are the ones they try first!

Real-world data like this provides all sorts of useful lessons
in password creation, and the 8 most common mistakes
made when choosing passwords are described below:

Mistake 1: Password is too short
Six-character passwords can be cracked in as little as a
second. A general rule of thumb is that the longer the
password the better, and eight characters should be the
absolute minimum. However, as I noted earlier, length alone
doesn’t make a strong password. The word ‘automatically’
runs to 13 characters, for example, but as explained in
‘Mistake 3’ below, it’s still easily cracked.

Mistake 2: Passwords with only lowercase letters
Using only lowercase letters in your password is fatal
because it dramatically shortens the process of cracking the 

What do I mean by ‘anything that matters’? Well, at
some websites your password doesn’t really protect
anything of value. Perhaps you were forced to choose a
password before you could download software or read a
discussion forum, but you didn’t provide any personal
information, so you wouldn’t really care if someone
guessed that password. The password really does matter
when it’s protecting information that could be used to
steal your identity or money – email accounts, online
stores, social media sites, and so on.
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Words from 
a dictionary

password. Criminals rely on the knowledge that most users
choose easy passwords and try out the most common ones
first. You can see in the ‘Top 24’ list that not a single
uppercase character appears anywhere in the entire list.

Mistake 3: Password is an ordinary word
A common approach to cracking passwords is to use a so-
called ‘dictionary attack’: the hacker’s software simply
works its way through the words and names in a standard
dictionary. Even seemingly-clever tricks like spelling a word
backwards or exchanging letters for numbers (an ‘i’ with a
‘1’ and an ‘o’ with a zero) don’t help: hackers are wise to
them and include these variations in their dictionary lists.

On this topic, there’s a related method that does produce
extremely secure passwords, and that’s to pick two
unrelated words separated by a symbol, such as heart-
avenue or combine:aspire. (Capitalise the first letter of
each word and you make it stronger still.) The drawback
is that you probably won’t be able to remember more
than two or three of these, so unless you keep your
passwords in a strongly-encrypted computer file, it’s not
an approach you can reasonably use. 
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Mistake 4: Password contains a date
Knowing that numbers help to strengthen a password, some
users opt to include their year of birth or some other notable
date. The trouble with this is that the date may not be a
secret. Even if you don’t publish it anywhere yourself, others
might do it for you, perhaps by wishing you a happy 75th
birthday on your Facebook page. However, there’s a good
chance you have published it yourself: many websites you
join ask you to complete your ‘profile’ and one piece of
information they often insist upon is your date of birth. This
date may appear on your profile page, accessible to anyone
passing by, perhaps without your being aware of it.

Mistake 5: Password = name + birthday
Using a first name (whether your own or someone else’s) as
a password is as common a mistake as Mistake 3: ‘Password
is an ordinary word’. Adding a number to the name does
little to improve its strength as a password, particularly if
that number represents a year. There’s no two ways about
it: the passwords ‘anthony52’ or ‘gwyneth1946’ can be
cracked in seconds or minutes.
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Notable dates
don’t help
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Mistake 6: A single password for everything
Another deadly sin is to use the same password everywhere
a password is required. Even if you think the password is a
strong one, if it somehow falls into the wrong hands it
instantly becomes weak: the thief then has easy access to all
the other accounts you’ve protected with the same password.

Mistake 7: Saving passwords in the web browser
When you type a new username and password into a website
after setting up an account, your web browser will usually
offer to save the details for you, storing them in its built-in
password list. On future visits, your browser can then auto-
fill the username and password fields for you, saving you
the need to remember and type the details yourself.

It’s convenient, but again it’s risky as hacking software can
read these stored details very easily. You don’t expect to fall
victim to a spyware attack, of course, but if you did, you really
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wouldn’t want all your passwords to be stolen in one quick
manoeuvre. That’s turning a problem into a catastrophe.

You may be able to improve security by setting a so-called
‘master password’ for your browser’s password store, but
there’s still the risk that a spyware infection could spy on
your typing that master password. Likewise, if someone gets
their hands on your PC, they may be able to use your browser
to sign into your online accounts as easily as you do.

Mistake 8: Password list is stored on your PC
Let’s say you avoid the mistakes described above and use a
different password for every website and service. That leaves
you with the problem of remembering all those passwords,
and one common way around this is to create a document
containing a list of all your passwords. This makes for easy
reference, and it means you can copy-and-paste passwords
from this list rather than typing them, but it’s risky: if your
PC is infected with spyware, this document – and thus all
your passwords – could be passed straight back to the
spyware’s maker.
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How Online Criminals Find Your Passwords
First the good news: it’s highly unlikely that someone would
specifically target you or your PC. I don’t mean to be rude,
but out of the billions of Internet users, you’re just not worth
the effort! Unfortunately, that doesn’t mean your PC can’t
fall victim to spyware attacks as part of a general attempt
to steal passwords and other private details from as many
people as possible. 

As regards specifically-targeted attacks, it’s websites and
Internet services that are most at risk. A successful attack on
an online service could reap the login data of many
thousands – and perhaps millions – of the service’s customers
or members.

The following are examples of online services that are com-
monly attacked:

•   Online shops and marketplaces (Amazon, eBay)

•   Web-based email services (Gmail, Hotmail)

•   Social networks (Facebook, LinkedIn)

•   Chat and instant messenger services (Skype, WhatsApp)

•   Cloud storage services (OneDrive, Dropbox) 

(The names given in brackets above only serve as examples
of each type of service: don’t take these to mean that these
services necessarily have been hacked, or that they are any
more susceptible to hacking than other, similar services!)

Any serious provider of these types of service will always
keep its users’ passwords encrypted. However, if hackers are
able to get their hands on an encrypted list of passwords
without the breach having been detected, they’re in a
comfortable position: they have all the time in the world to

WA11 P040.qxp_November 2019  03/10/2019  12:08  Page 63



The Windows Advisor   November 201964

Passwords: Protect Your Online AccountsP 040/12

Hacking a single
account is far 
more difficult

try out various decryption methods until they hit upon the
right one. Normally that shouldn’t be an easy job, but since
so many users choose simple passwords, and there’s plenty
of statistical data available to tell the hackers how often
passwords like ‘qwerty’ and ‘12345678’ will appear in the
list, it usually won’t be too difficult.

What’s far more difficult is for hackers to try to crack your
password directly at a website. Although they’d use automated
software to ‘visit’ your login page and try out different
passwords to get in, there are various barriers in the way. 

First, it’ll be slow: each attempt should take several seconds
since the password has to be sent to the server for checking
(just as when you type the password yourself). Second, the
number of login attempts is probably limited, and the
software will be prevented from trying again after, say, three
failed attempts to enter the correct password. (You’ll be locked
out of the account as well, of course, until you can prove
your identity, but the result could have been much worse!)
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Trying normal
words and 
their variants

Public computers and public Wi-Fi networks are also
security risks. On a public computer, you don’t know
what software might have been installed on it (int-
entionally or due to lax security) to monitor the pass-
words you type. And if a public Wi-Fi network doesn’t
use encryption, it’s possible for someone sitting nearby
to snoop on the network’s traffic looking out for the
websites you visit and the login details you type.

Needless to say, if your password were something simple
like ‘abc123’ or ‘password’, things could have turned out
very differently. 

The methods used by data thieves
Typically, hackers use the following three methods to find
passwords:

Dictionary attack: this is one of the most common ways to
crack passwords. Hackers use word lists that contain not
only all the words found in a dictionary, but common
variations on those words (reversed, capitalised, certain
letters replaced with numbers, and so on). Software then
simply works its way through this list trying each entry in
turn until it hits upon the right one. Since most people
choose passwords consisting of a normal word, it’s
estimated that this method is successful with as many as 80
percent of passwords.

!
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People research: many computer users choose pass-words
that have a personal meaning to them – their own name,
perhaps combined with a notable date, or the names of their
children or pets. If someone were targeting you specifically,
this information isn’t too difficult to find, and the increasing
use of social networking services is making it easier all the
time.

When asked how he would crack the Queen’s password,
Joseph Bonneau, a computer security expert at Cambridge
University, said that he’d start with her birth date, then with
details of her children, and then he’d find out which town
she grew up in and where she went to school.

Obviously the Queen is rather better known and documented
than you or me, but if you use social media there may be
useful information available about you. That’s not ideal, but
incorporating it into your passwords could make things
much worse!

Trial and error (‘brute force’ method): the ‘brute force’
method relies on the enormous power of modern computers
to try out all possible character combinations one by one
using specialised software like the well-known (in hacking
circles) ‘John the Ripper’. Using this method, a short password
can be found considerably sooner than a longer one.

Using 
personal data 
to determine
passwords

Trying all
possible
character
combinations
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Simple rules of
good passwords

The Solution: Use These Rules to Create
Strong Passwords
Knowing what the shortcomings are in most users’ pass-
words, and the methods used by hackers to crack them, we
can form some basic requirements for a good password:

•   Length: passwords should be at least 10 characters long.

•   Difficulty: to avoid falling victim to a dictionary attack,
you shouldn’t use ordinary words or names (or simple
variations on a word). Also be sure to use a mix of upper-
case and lowercase letters, numbers and symbols.

•   It must be memorable: use a basic password which you
then alter in a systematic way for each password you need
to create.

With these rules in mind, here’s a good approach to creating
passwords:

1.  Think of a ‘base password’ of at least eight characters
based on a memorable phrase. For instance, you
could use a line from a book, film, song or poem and
take just the initial letter of each word. If the line
doesn’t contain any names, and therefore doesn’t
give you any capital letters, you could treat any
word that’s a noun as starting with a capital. As an
example, we could take the first line of Nena’s
popular song 99 Red Balloons with this result:

:
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    That easily-remembered line gives you the already
complex-looking password, 99rB,fitSS

2.  With this as your base, you add extra characters to
it for each website requiring a password, following
a system. Take the first and last letters of the
website’s name (such as ‘yahoo’ or ‘dropbox’), plus
the last letter of its domain suffix (‘.com’ or ‘.co.uk’
or ‘.net’). So if you were choosing a password to use
at dropbox.com, you’d take the ‘d’ and ‘x’ from
‘dropbox’ and the ‘m’ from ‘.com’, and tag those on
to the beginning or end of your base password,
perhaps adding a symbol such as a + sign for good
measure. This gives the very strong, but easily-
remembered password dxm+99rB,fitSS for your
Dropbox account.

3.  Having chosen a system, don’t just use it for
passwords you create in future – change your
existing passwords to ensure they’re all strong. Any
website at which you have an account will offer a
way to change your password: look for a link to
‘Profile settings’ or ‘User options’ or ‘My account’ or
something similar.
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