
Beware the Christmas Typosquatters!
The what? Yes, it’s another of those recently-invented words
and it needs a little explanation. A ‘typo’ is a slang term for
a typing mistake, of course, and most of the time your typos
don’t cause much of a problem: when you notice them, you
go back and correct them.

But let’s say you’re trying to visit Microsoft’s website. You
start your web browser, type into the address box and press

, but don’t notice you typed microsft.com instead of
microsoft.com. Where will you end up? Well, there are three
possibilities: 

•     Nowhere at all. Perhaps the address you’ve typed
doesn’t exist, so you’ll just see a ‘Not Found’ error
message telling you so.

•     At Microsoft’s website. In the example above, this is
what actually will happen. Knowing we all make the
occasional typo, Microsoft bought common misspellings
of its domain name, and some other companies do the
same. (Type amzon.co.uk rather than amazon.co.uk and
you’ll still arrive at Amazon’s website, for instance).

•     A different website entirely. Type goofle.com when
you’re trying for google.com and you’ll arrive at a
(fortunately harmless) website that has nothing to do
with Google.

It’s that third possibility that’s the risky one. The world’s
conmen know we make the odd typing mistake, and they set
up their own websites at the addresses we commonly
misspell – sites that are designed to look like the site we were
aiming to visit. This is known as ‘typosquatting’ – creating
a fake website at the mistyped address of a famous site.

If you were trying to visit the website of Debenhams or John
Lewis by typing its address, and you arrived at a site that
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appeared to be the real Debenhams or John Lewis website,
would you bother taking a second look at the address box
to see if you’d really typed the address correctly?

Well, in the run-up to Christmas, I recommend you do just
that! At this time of year, thousands of typosquatter websites
appear, mimicking well-known brands and stores and
aiming to fool shoppers into handing over private details. 

Some of these sites look sufficiently convincing that
shoppers have actually given credit card details in the belief
that they were buying goods from the real store. Others use
tricks such as guaranteeing a valuable prize if you fill in a
survey (one that probes your financial details more than it
should), or insisting you sign into your account as soon as
you arrive (with the intention of stealing your login details
and having their own shopping spree at your expense).

If you do type a website’s address into your browser’s
address box, take a second look at it before pressing the
Enter key to check you’ve typed it correctly. And don’t try
to guess web addresses: you may be certain that the Argos
address contains the word ‘argos’ but is it followed by ‘.com’,
‘.co.uk’ or something else entirely? Get it wrong and there’s
knowing where you’ll end up!
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The best way to sidestep the typosquatters is to avoid
typing addresses yourself. Instead, visit a search engine
like Google and search for the shop or company by
name. The neat thing about this method is that Google
will usually work around your typos: search for
‘debenhms’, for instance, and Google will work out that
you really meant ‘debenhams’ and give you a link to
the Debenhams website.
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Avoid Eye Strain with ‘Dark Mode’ in
Windows 10
If you use your PC during the evening, do you find the glare
of those white windows hard to bear? If you do, Windows
10 has the answer – or, at least, a partial answer: switch to
‘dark mode’.

Right-click the desktop and choose Personalise (or press 
+ to open the Settings app and click Personal-

isation), click Colours at the left and then, below the words
‘Choose your default app mode’, choose Dark. Many of your
Windows 10 apps, such as the Settings window itself and
the Store app, will switch to a reversed, white-on-black
theme that’s much easier on tired eyes.

For any apps you’re using that haven’t gone dark, such as
the News app above, check their Settings page (usually by
clicking a cog-shaped icon) to see if they offer a ‘dark mode’
option: an ever-increasing number do. In the Edge web
browser, you can click … at the right of the toolbar, then
Settings and you’ll find the same option below Choose a
theme (although, sadly, this won’t affect the colours of the
web pages you visit). 
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Surf Easier with Full Screen Web Browsing
Here’s a quick and simple tip to try next time you’re doing a
spot of web surfing. Press the key and in all four popular
browsers (Microsoft Edge, Internet Explorer, Mozilla Firefox
and Google Chrome) you’ll be switched to ‘full screen’ mode.

What’s that? Well, your web browser expands to fill your
whole screen, even covering the taskbar at the bottom. At
the same time, everything except the web page disappears:
you no longer see the row of tabs, the address box, the
toolbars, or even the borders of the window: you get a
completely uncluttered view of the web page itself.

What if you need to get at those tabs or the address box? In
Edge, Internet Explorer or Firefox, just move your mouse to
the top of the screen and they’ll slide back into view. In
Chrome, oddly, that doesn’t work, (although you can
repeatedly press + to cycle through your open
tabs): instead, you have to exit full screen mode. To do that
in Chrome or any of the other browsers, just press again.

And what if you need to see the taskbar? Press the key,
which opens the Start menu and in doing so also reveals the
taskbar.
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This setting also won’t affect the colour of traditional
Windows programs – only apps from the Microsoft
Store and those built into Windows 10. However, if
you’re using Microsoft Office, here’s something similar.
Choose File > Options in any Office program (such as
Word), and alongside Office Theme or Colour Scheme
you’ll find a theme named ‘Dark Gray’ or ‘Black’ that
reduces the glare of all that whiteness.
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