
Millions of PCs are at Risk: Protect Yourself 
from Hacker Attacks Now

A serious flaw has been found in computers that have Intel
processors and other Intel compatible CPUs. The security bug
can be exploited at any time by malware code designed to take

advantage of the Meltdown and Spectre bugs. These bugs put your data and
passwords in grave danger. Almost all data on your system passes through your
processor at some point. In order to optimise the performance of your PC, data
that will be required by your system in the future is loaded up before it is
required. The Meltdown and Spectre exploits take advantage of this process and
bugs in the design of the processor to seriously compromise your security. Intel
and other hardware manufacturers are working tirelessly with Microsoft to come
up with fixes to these problems. I’ll show you the steps you need to take to protect
yourself in this article. 

15

Using the information given in this article you will be able to:

� Use a free tool to check if your PC is suffering from the processor
security flaw,

� Close the security gap using a Microsoft patch,

� Check if the built-in Windows protection features are active on your
computer. 
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How Hackers Exploit Dangerous Security
Gaps in Intel Processors 
Processor manufacturers have long valued speed above all
else. If they can make faster processors, they can sell new
PCs. And in that quest, they will take practically any steps
possible to boost speed. In addition to purely technical
improvements, such as adding more processor cores and
increasing the processor frequency (the number of operations
it can perform every second), processor manufacturers use a
range of other tricks. These are what have contributed to this
security fiasco for Intel. 

In order to increase the processing speed of CPUs, the
resourceful designers at Intel had the idea of retrieving data
from the hard drive before it is required. This means that
data is immediately available in memory when required,
without needing lengthy loading times. 

Since the programs that you work with are designed around
the idea that the CPU is fundamentally secure, they don’t
take their own steps to protect their data, meaning that bugs
in the CPU can be used to read that data. 

Your data in
danger…

…due to
processor holes

Data is stored 
in the cache
without
protection

When user data and passwords are loaded into the
processor, they can be spied on 

Even encrypted
passwords… 

…can be decrypted
using hacker tools
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Discover if Your Computer is Affected by
this Security Problem 
In just 2 steps, you can quickly check whether your com-
puter is at risk from this security flaw: 

Step 1: check which processor your computer has

Security researchers have already successfully tested the
Meltdown and Spectre bugs on Intel processors with
alarming results. The Device Manager will tell you whether
or not you have an Intel chip in your system: 

Intel Security Gaps Solved

The bugs in processor security can be exploited in 2 ways:

•     Meltdown: using the Meltdown exploit, hackers can
read data on your Windows system that is processed in
the protected core memory area of the CPU. 

•     Spectre: on Windows, programs are granted read access
to information in the protected core memory area. Any
passwords, photos, emails or other valuable
information that happens to be in the core memory at
the time can be stolen. 

By using these gaps in security, hackers can retrieve your
personal data and access information including your PINs
and passwords. This is the case for all computers with Intel
processors. These security gaps are especially dangerous on
public computers, in libraries or cafes, for example. They are
also a major problem for Internet service providers, since if
a server is compromised the data of a great many people
could be stolen. 

Meltdown 
and Spectre

Potential
dangers

Do you have an
Intel processor?

:1.   Press the + key combination.R
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Step 2: check if your processor is at risk from the
security flaw

Intel has produced a small tool that you can use to check
your processor. If your processor is affected by the security
hole, you will see a warning message. Proceed as follows to
test your processor: 

Get the Intel
Detection Tool

2.   Type DEVMGMT.MSC and click on OK. 

3.   In the Device Manager, expand the Processors
section to see details of your processor. 

1.   Download the Intel Detection Tool from the
Downloads area of the Windows Advisor website,
www.windowsadvisor.co.uk. The full name of the
tool is Intel-SA-00086 Detection Tool, where SA-
00086 is the identification number assigned to the
security hole.

The Device Manager shows you which processors are
installed in your computer

:

In this example, 
an Intel Core i5
processor is
installed
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Below the risk assessment, you will find other important
information about your computer (Host Computer Info-
rmation). Please note the manufacturer, processor ID and the
operating system version, as you’ll need these details later. 

Check the
results

Note these
details

2.   In Explorer, open the folder you downloaded the
SA00086_Windows.zip file to.

3.   Unpack the SA00086_Windows.zip file and navi-
gate to the folder \SA00086_Windows\Discovery
Tool.GUI.

4.   Double-click on the Intel-SA-00086-GUI.exe file
to launch the tool. 

5.   An assessment of your PC’s risk will be displayed
after a couple of minutes. 

Most Intel processors have the security gap 

You definitely
won’t be the only
user that gets 
this result
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6.   Close the Intel Detection Tool once you’ve noted the
details. 

1.   On all Windows versions, press + and type
control then click OK.

R

Use these 2 Techniques to Close 
the Security Gaps 
To close the security gaps as quickly as possible, you need
to install the following software:

1.   All available Windows updates.

2.   Updates for all of your drivers, especially the mother-
board chipset drivers. 

How to Install the Latest Windows Updates
Microsoft released their own fixes for the security problems
earlier in 2018. These are the identity codes of the updates
for various Windows versions: 

•     KB4056892 for Windows 10 Fall Creators Update (1709)
•     KB4056891 for Windows 10 Creators Update (1703) 
•     KB4056890 for Windows 10 Anniversary Update (1609)
•     KB4056897 for Windows 7 
•     KB4056898 for Windows 8.1

Note, if you have the latest Windows 10 version – the April
2018 update – then your system is already protected. 

The Control Panel will tell you which updates you have
installed on your system: 

Essential
Windows
updates and
drivers 

Check the
current status…

…in the 
Control Panel 

:
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2.   Set the View by drop-down list in the top right-
hand corner to Large icons. 

3.   Open the Programs and Features tool and click on
View installed updates on the left-hand side.

4.   Check that the relevant update for your Windows
version from the list above has been installed.

1.   On Windows 10, click on Start and open Settings.
On Windows 8.1, press + then click on
Control Panel in the pop-up menu. On Windows 7,
click Start then click Control Panel. 

2.   Click on Update & Security (Windows 10) or
Windows Update (Windows 8.1/7) to check for and
download updates for your system. 

3.   Click on the Check for updates button and the tool
will scan for any available updates that have not yet
been downloaded. 

X

If you’re not sure exactly which version of Windows you
have, you can check by pressing + , typing winver
and clicking OK. The version and build number details will
be displayed. 

R

How to Find the Latest Updates for Windows
Microsoft delivers updates to Windows systems via the
Windows Update service. Windows Update looks for and
installs fixes from Microsoft as soon as they become
available for Windows and your other Microsoft products
such as Office. You can perform a manual check for updates
for your system as follows: 

Look for free
patches from
Microsoft
Updates

Search for
updates

:

I510.qxp_September 2018  02/08/2018  14:10  Page 21



How to Find the Best Drivers for 
Your Computer
If you discover that the driver for your graphics card is more
than two years old, it’s worth looking for a newer and better
graphics card driver. But where do you start?
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4.   Click on the View update history button (Windows
8.1/7) or link (Windows 10) and you can see the up-
dates that have already been installed on your system. 

5.   Click on Advanced options (Windows 10) or Change
settings (Windows 8.1/7) and you can configure
how and when Windows installs automatic updates
(although to a lesser extent on Windows 10, where
the process is largely automatic). 

6.   The size, estimated download time and a short
description of each new update will be displayed.

7.   On Windows 8.1/7 you can select the updates to
download and manually install them by clicking on
the Install updates button. 

Windows automatically locates any missing updates

Check which
updates have
been installed

Search for
drivers online

Click on Check 
for updates and
download any
found

Click here to see
which updates
have been installed
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I recommend that you check in the following locations: first
start with your device manufacturer’s website and look in
the Support section for a new driver, or if that doesn’t work
use Windows itself to check for a driver. If you don’t want
to perform these searches manually you can use an auto-
mated driver search tool such as Driver Genius. 

First choice: download a driver from your
device manufacturer

When looking for a new driver, you first port of call should
always be with the company that manufactured your device.
Only the manufacturer has all of the technical information
required to provide a driver for the device that works
correctly and takes advantage of all of the features. For
example, it is always best to use a printer driver produced by
the printer manufacturer, so that you can take advantage of
features like the built-in scanner. All hardware manufacturers
offer drivers for their devices for download on their websites. 

If you have a branded PC such as a Dell, you will find all of
the drivers you need for the standard hardware on the PC
manufacturer’s website, in this case Dell. 

The process of searching for drivers is very similar for all
hardware manufacturers: 
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Check for
manufacturer
drivers

1.   Open the manufacturer’s website. 

2.   Navigate to the Download or Support area of the site.

3.   Perform a search using the details of your device as
the search terms, for example, by including the
model number or serial number.

4.   Choose the operating system version for the driver
you want to download.

!

:

I510.qxp_September 2018  02/08/2018  14:10  Page 23



The Windows Advisor   September 201824

Intel Security Gaps SolvedI 510/10

Find
manufacturer
drivers

Search for
drivers for 
built-in
components

Check for 
Intel drivers

Find a Driver for a Particular PC Component
If you have additional components installed in your PC,
which you’ve added yourself since you bought the PC, then
you will find the latest driver on the device manufacturer’s
website. If your device is connected to your PC externally,
finding a driver is relatively easy since you will usually find
information on the device name and model printed on the
device itself. 

If you have internal components such as a graphics card,
and you are unsure who made them, you need to use a tool
such as SiSoft Sandra or the Device Manager. This will show
you information on your devices and who made them. You
can then use Google or another search engine to locate the
driver that you need. 

For example, if you open your Device Manager and find that
you have an Intel HD Graphics 4600, you can search the
Internet for those terms and locate a page on the Intel
website that allows you to download the latest version of
the drivers for the device for your Windows version, as
shown in the image below. 

Gigabyte makes it easy to find drivers for their
motherboards and chipsets

5.  Finally, download the driver.

The available
drivers will be
shown in the
Support area
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Vendor number
= manufacturer
identifier

Manufacturer Unknown? Use the Vendor
Number to Find the Right Driver
The Device Manager doesn’t always tell you who made a
particular device, making the process of finding a driver
difficult. If you see a device labelled as Unknown, it means
Windows has no information on which drivers are required.
Fortunately, you can find this information yourself using the
device’s vendor number, in order to track down a driver that
you need. To do so, proceed as follows:  

Intel provides drivers for its hardware for all supported
versions of Windows

1.   On Windows 10/8.1 right-click on Start and open the
Device Manager in the pop-up menu. On Windows 7
you will find the Device Manager in the Control Panel.

2.   Right-click on the component whose driver version
you would like to find and select Properties.

:

Check for details of
the download here

The available
downloads are
shown here
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If performing a web search for the numbers does not
produce immediate results, visit the website http://pci-
ids.ucw.cz/read/PC/. The site contains a database of all
known vendor and device numbers and their corresponding
manufacturer. 

Driver
installation
made easy

Device-specific
installation 

Installation
Method

Usage 

Install a new driver for a device that
is already set up on your PC using the
update feature in the Device Manager. 

Installation
using Device
Manager

3.   Click on the Details tab.

4.   In the Property drop-down list select Hardware IDs.
In the main part of the window you should see two
numbers: 

•    VEN – the vendor number.

•    DEV – the device number.

5.   Note down the numbers then do a web search for
them. They will lead you to the device’s manufacturer
and the latest driver.  

Install New Drivers for Any Device, 
without Problems
If you’ve downloaded a new driver and would like to install
it on your system, there are several simple and safe ways to
get the driver software set up on your PC. 

Choose the installation method that is right for your
computer and device. The following table lists the possible
installation methods: 
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Simple
installation

Click the 
Driver tab

Installation
Method

Usage 

Install the driver using the hardware
wizard in the Device Manager if the
device has not yet been set up
properly. 

If your new driver is downloaded as a
SETUP.EXE or INSTALL.EXE package,
simply run this program to set up the
new driver. 

Hardware
wizard

Use driver’s
setup program

1.   On Windows 10/8.1, right-click on Start and open
the Device Manager. On Windows 7 you will find the
Device Manager in the Control Panel.

2.   Right-click on the device whose driver you want to
update and choose Properties from the pop-up menu. 

3.   In the next window, go to the Driver tab and click
Update Driver.

4.   The driver installation wizard will be shown. Click
Next and you are presented with two options:

•    You can automatically search for drivers for the device.

Use the Device Manager to Update a
Device that is Already Installed 
If you’ve managed to download a new version of a driver
for a device, and it didn’t come with its own setup program,
then you can use the update feature of the Device Manager
to update the driver. 

Proceed as follows to do so:

:
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The security problems that have been uncovered in Intel
processors put practically every PC at risk, and give hackers
an unwelcome new way to infiltrate your computer, by
exploiting the Spectre and Meltdown bugs. Therefore, it’s
important that you take steps to protect your system, by
installing the updates from Microsoft, and the latest drivers
available for your hardware devices. You should also check
your motherboard manufacturer’s website to see if an
updated BIOS is available for your system. 

Summary

•    You can choose the driver to install from a location
on your hard drive or CD/DVD drive. 

5.   Choose the second option to manually locate the
driver that you have downloaded. Click the Browse
button and navigate to the folder containing the file
that you have downloaded. 

6.   Once you’ve worked through the wizard steps and the
new driver is installed, close the Device Manager. 

Select the folder containing the driver that you have
downloaded then work through the wizard steps

…or click on Browse
and select it

Enter the path to
the driver that you
have downloaded…
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