
The Latest Hacker Tricks: How to Safeguard 
Your Windows System and Browser from 
the Worst Hacker Attacks

The tricks that hackers use to attack systems are becoming more devious by the
day. Without you realising, you can be forwarded to fake websites designed to
look exactly the same as real ones. Hackers can eavesdrop on the data transferred
to and from your PC and delve deep into your privacy, steal your identity and
even your credit card details, in order to use it for illegal purposes. 

Hackers also use the PCs that they take over to infect and attack other machines,
or send spam email. 

In this article, you can read how the hackers work, how to protect yourself against
them, and the steps you need to take for a secure system. 
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Using the information given in this article you will be able to:

� Protect your PC from hacker attacks as much as you can,

� Learn how hackers spy on your system and the methods they use,

� Close the biggest security gaps on Windows.
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Dangers on the Internet 
Malicious hackers are always looking for opportunities to
break into PCs, from security holes and operating system
bugs to user carelessness. Despite the best virus scanner,
firewall and optimal security configuration, there is always
the possibility that your PC will become infected with a
virus, worm or other piece of malware. 

Malware uses various different technologies and techniques
to spread between PCs. But, the majority of malware
infections target users themselves rather than software bugs,
because the best way for them to infect a PC is by tricking
a user into clicking on an infected file. The table below lists
the different ways that malware can infect your PC and what
security steps you need to take to prevent it: 

Infected without
you noticing

Potential routes
to infection

Infection Route Description Protection Steps

Install a spam filter,
real time virus checker
and email filter. 

Install a spam filter,
pop-up blocker and
phishing filter. 

Install a real-time virus
scanner and spyware
scanner. 

Email 

Phishing

Removable
drives

Many malware infections are
spread by email, and arrive
on your PC as disguised
attachments claiming to be
something else. 

Phishing attacks try to use
fake websites to get you 
to reveal your financial
information, including 
credit card number and
account details.

Removable drives, including
CD and DVD discs, external
hard drives, USB flash drives
and memory cards can all
contain malware infections. 
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Infection Route Description Protection Steps

Install a browser
security tool, real-time
virus scanner and
spyware scanner.

Install a real-time virus
scanner, spyware
scanner and firewall.
Don’t accept files from
users you don’t trust. 

Install a real-time virus
scanner and spyware
scanner. Manually scan
every file you
download. 

Install a real-time virus
scanner, firewall and
spyware scanner. 

Install a browser
security tool, pop-up
blockers and phishing
filter. 

Internet
downloads

Instant
messaging

P2P (peer-to-
peer) networks

Shared folders

Dangerous or
fake websites

Malware can be secretly
downloaded from websites
without you knowing, via a
process called drive-by
downloads. 

Most instant messaging
programs allow you to send
and receive files to and from
other users. This gives
malware infections a great
way to spread. Some malware
attacks only use instant
messaging networks to spread. 

The file sharing client tools
can also allow malware
infections to be spread
between computers, often
disguised as something else. 

If you share folders on your
PC, other computers on your
local network can place mal-
ware infections on your PC. 

Internet crooks often use
websites to distribute malware
infections. Usually they copy
the design of a legitimate
website but slightly change
the domain name, so if you
type the name wrong, you get
to the fake site. 
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Take Effective Protection Steps
In order to protect your system, you need to take effective
protection steps. The following checklist shows you
important aspects of security that you should take into
consideration when surfing the Internet, along with the
Windows settings you should check:

Tried and tested
protection steps

Infection Route Description Protection Steps

Install the latest security
updates from Microsoft
as they become
available, and install 
a firewall. 

Install the latest security
updates from Microsoft
as they become
available, and install 
a firewall.

Always use a safe
password that uses a
combination of letters,
numbers and
punctuation symbols. 

Remote exploits

Network scans

Dictionary
attacks

When a security bug is
found in Windows, hackers
rush to produce malware
infections that take
advantage of the bug. This
malware will scan for PCs
affected by the problem,
then it will infect any that it
comes across. This technique
is also often used to spread
worm infections. 

Malware authors manually
scan networks to search for
vulnerable computers with
open ports that they can
take over. 

Hackers simply try to guess
the password of a PC user by
trying all of the possible
words from the dictionary
until they find the password
in use. 
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Tasks Notes

Surf with care

Check the
security settings
in your browser

Protect Outlook

Check file
attachment
extensions

Correctly
configure your
virus scanner

Use a restricted
user account on
Windows

Disable network
shares

Be careful when surfing the Web, and be on the lookout
for danger. You now know the possible infection paths
for viruses and Trojans (see previous checklist). 

You can customise your security settings in your
browser. Make sure you set the security level such that
your computer has sufficient protection when surfing
the Internet.

Worms and macro viruses like to attack Outlook 
and spread to the contacts that are stored there. 
Enable the macro protection settings in the Outlook
Trust Center. 

Never open email attachments that come from unknown
senders, since the file attachments can contain malware
code. You should configure your system so that file
extensions are always visible. To do so, press + ,
type control and click OK. Click on File Explorer
Options (Folder Options in older Windows versions)
and then click on the View tab. Untick the option Hide
extensions for known file types and click OK. 

Take a look in your virus scanner’s settings and make
sure that any downloads and incoming emails are
always scanned. 

For day-to-day use, especially when surfing the Internet,
you should have a limited account that restricts what
actions can be taken on your system. You can create a
new account in the User Accounts Control Panel. 

Shared network drives can potentially put your PC at risk
when you are on an unsecure network, since hackers can
connect to them to access your system. If your PC isn’t

R
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Tasks Notes

connected to a network, or you never use shared 
drives, you can disable network shares. To do so, simply
disable File and Printer Sharing using the Network
Installation wizard. 

In the Control Panel, click on Network and Sharing
Centre. Click on Change advanced sharing settings then
select the option Turn off file and printer sharing and
click on the Save changes button. 

You can protect your PC by enabling the built-in
Windows firewall.  

You will find further information about computer security
on the following important websites:

Set up a firewall

Company/Institution Internet

www.cert.org 

www.microsoft.com/security

www.eicar.com

https://www.virusbulletin.com

www.wildlist.org

Computer Emergency Response Team 

Microsoft Security Department

European Institute for Antivirus Research

Virus Bulletin

Overview of Viruses

Network Ports: Open Access to Your PC
If a hacker wants to take control of your PC, they need to
access it via your Internet connection. Armed with your IP
address and details of an open port, the hacker is able to
attempt to connect to your machine by exploiting security
weaknesses. Ports are the system that programs on your PC

How hackers
attack
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How does the
hacker get your
IP address?

How do ports
work?

The quick check

use to communicate over the Internet. For example, the
HTTP protocol used by websites generally uses port 80, the
File Transfer Protocol (FTP) uses ports 20 and 21 and the
POP3 email protocol uses port 110 to transfer messages. 

In order to check which ports are open on a PC, a hacker
uses a tool called a port scanner, which allows them to
search an entire network for open ports. Once they find one,
they can try to attack the associated protocol, to sneak in a
Trojan via an instant messaging port, for example. They also
use the computers that they manage to gain control of to
launch attacks on new machines. 

You can think of a port as a kind of tunnel, from which
various functions can be accessed. Ports 135, 137 and 139,
also known as Net BIOS ports, are opened by default by the
operating system and allow network users to access the
drives and files that are shared on your PC, or query
information about them. Hackers will often try to access
your PC using these ports. However, Trojan infections often
also open their own ports to make contact with the sever
controlling them. These port numbers unfortunately vary
and differ from Trojan to Trojan. 

If a Trojan infection is able to successfully connect to a
running Trojan server from your PC then a hacker has more
or less free access to your PC.

You can very quickly and easily check which ports are open
on your PC. Just open a Command Prompt window by
pressing + , typing cmd and clicking OK. 

At the Command Prompt window, type netstat -a and press
the key. 

R

Enter
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The interesting part of the report tells you which ports are
open and waiting for connections but are not being used.
This indicates programs on your PC that are running in the
background waiting for connections, such as botnet Trojans
that allow hackers to connect to your system. Disconnect
your network connection then check the open ports again
to discover what has changed. If you suspect there are
suspicious programs on your PC, give your system a full
check with your anti-virus program. 
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Check for
opened ports

Use port
scanners 
with care

How to find out the name of a PC

How port scanning tools work

Working with Port Scanners
There are many port scanners available for download on the
Internet. They are usually freeware, meaning that they don’t
cost anything, and are intended for ‘administrative purposes’,
such as stopping security leaks. However, they are also used
by hackers to find computers with lax security settings. 
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Using a port scanner isn’t entirely without risks. Even though
using a port scanner is legal, some network administrators
react quite severely when they discover a port scanner being
used, and some broadband providers may even cancel your
account if they discover you running a port scanner on their
network. You should therefore be aware that running a port
scanner outside your own home network can leave traces
behind in network administrators’ log files. 

There is of course no harm in wanting to check your own
PC’s security gaps. First you need to find the IP address of
your computer. The IPCONFIG program will help you here,
and is built-in to all Windows versions. You can run it from
the Command Prompt. 

You’ll need a second PC connected to your network to
launch the port scan from. Run the free SuperScan port
scanner, which you can download from the Downloads area
of the Windows Advisor website, www.windowsadvisor.co.uk.
Once you have downloaded the tool: 
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How to use a
port scanner

How to scan
your PC

You can run IPCONFIG on all Windows versions
to find your IP address

!

:1.   You should extract the contents of the down-loaded
zip file, then right-click on SuperScan.exe and
choose Run as administrator. 

Your IP address
information is
shown here

Type IPCONFIG and
press Enter

Press +
and type cmd

R
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What to look
out for

You can use the port scanner to check much more than just
the number of open ports. The log message also allows you
to discover which programs are running on a particular PC.
That’s because some programs use the same port every time,
so if you see that port 1433 was opened on a machine, you
know that Microsoft SQL Server was running for instance.

2.   Click on the Host & Service Discovery tab, then click
on both Select All buttons to scan all possible ports. 

3.   Click on the Scan tab, enter the IP address of the
machine you’d like to scan and click the arrow
which you can see on the right of the IP address,
then click on the play button. 

Use SuperScan to discover any open ports

Enter the IP
address to scan
here

You can also
configure a range
of ports to scan

Click here after
entering the
address

The results of the
scan are shown
here

Click here to run
the scan
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Hackers use
exploits to
access a port

Dangerous
emails 

Your firewall
blocks access 
by default

Setup and
configuration

This gives you a basis for discovering potential weaknesses
on your system. Operating systems and programs often have
security holes that are closed up by patches from the
manufacturer with Service Packs and bug fixes. However,
some PCs are not updated, which in turn creates a back door
for a hacker to gain access. 

If a hacker discovers a program with known weaknesses,
they can try to exploit those weaknesses in order to take
over the machine, on the off chance that the software has
not been updated, for example. They do this using exploit
kits – software designed to trigger the bugs. This gives a
hacker enough information to gain control of your computer. 

However, an easier route for the hacker is to send you a Trojan
in an email. If you open the attachment in the email, the
Trojan will be installed on your system without you noticing. 

Or, if the Trojans hasn’t already been installed, the hacker
can try to install it via an exploit that uses a known port.
Once the Trojan is running, the hacker can communicate
with it via another port opened by the infection. In this way,
they silently gain access to your PC via a combination of
insecure ports and exploits. 

How to Protect Yourself from 
Hacker Attacks
Using a firewall gives you basic protection from hacker
attacks. It monitors, blocks or hides specific ports and reports
or logs unauthorised access attempts. Windows is already
equipped with its own built-in firewall.

The Windows firewall is enabled as default. The most
difficult part is correctly configuring it so that all of your
programs work properly. 
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Follow these steps to check and activate your firewall: 

Your firewall monitors all of your network traffic for the
network interfaces it is enabled for. If necessary, your
firewall can also open dynamic ports as they are requested,

Make sure that the firewall is activated on your system

1.   In the Control Panel, click on the Network and
Sharing Centre icon. 

2.   Next, click onto Windows Firewall or Windows
Defender Firewall. 

3.   Click on Turn Windows Defender Firewall on or off
or Turn Windows Firewall on or off. 

4.   Check whether you are connected to a Public or
Private network. 

5.   Whichever network type you are using, make sure
that the firewall is set to On.

:

Make sure that 
the firewall is
turned on for all
network types

Activate this option
to be notified when
an app tries to
connect

How your
firewall
protects you
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and which you have given permission to. This is necessary
for your browser to download a website, for instance, or to
download a file over FTP. 

System Security Check with the Microsoft
Baseline Security Analyzer
The Microsoft Baseline Security Analyzer scans your
Windows PC for weaknesses in the system security due to
Windows misconfigurations. It then creates a report telling
you how to fix the problems. MBSA is very easy to use, and
also provides you with recommendations of how to fix the
security problems that it discovers. Before you can scan your
PC, you need to install the tool on your system. You’ll find
the latest version within the Downloads area of the Windows
Advisor website, www.windowsadvisor.co.uk. 

MBSA checks if important security updates are installed on
your PC, including for components such as Internet Explorer,
Windows Media Player or the Microsoft Data Access
Components (MDAC).

Once installed, you can launch the MBSA interface from the
Microsoft Baseline Security Advisor entry in the Start menu.
Alternatively, you can launch the tool by clicking on
MBSA.EXE in the folder you installed the program to. 

After the scan, the results are displayed in a log window,
showing you where your PC’s security needs improvements. 

You can click on the link under each section to see detailed
information about each test result. It is a good idea to read
the detailed information for each of the tests performed. You
can also print out the report to create a hard copy for your
records. Simply click on the Print this report button to
create your hard copy.

MBSA =
Microsoft
Baseline
Security
Analyzer

Check for
security updates

How to use 
the MBSA

How the 
MBSA works
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If you see any items highlighted with a white cross on a red
background, you have a serious problem that you should
deal with immediately. 

You can find more information on how to use MBSA in the
article S 453 - Security: Basic Protection for Your PC. 

The fight against hackers never ends. As long as new
security holes keep being discovered in Microsoft products
and users do not follow basic security procedures, there will
always be hackers trying to exploit the situation. So you
need to implement safeguarding strategies to protect your
system, and always remember to keep your eyes open while
surfing the Internet. 

Summary

After checking, MBSA presents a security report

Are you missing articles from issues of the Windows
Advisor that have already been published? No problem,
as a Windows Advisor subscriber you can download
missing articles in PDF format from the thousands of
pages of Windows advice we’ve published in the past,
for free, from the Downloads area of our website,
www.windowsadvisor.co.uk. 

Check the items
highlighted with
yellow warning
icons

Details of the item
are shown in the
Results column

Click on Result
details to get 
more detailed
information
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