
How to Successfully Locate and Repair 
Windows Network Errors

There are many advantages to creating a network, since they can be used to share
access to programs, files, devices and resources such as your broadband Internet
connection. 

However, if a network connection doesn’t work properly, it is difficult to find the
source of the error, since there are lots of things that can potentially go wrong:
there could be problems with the cable, the network protocols could be incorrectly
configured, or your firewall may be blocking access to your network without you
knowing it. 

It’s quicker to resolve these problems if you have a checklist to hand that helps
you systematically hone in on the error and apply a quick solution. In this article
you’ll find the strategies you need to combat typical Windows network problems. 

Trying to figure out what is going wrong is quite daunting, and you may be
tempted to just give up and call in an expensive network repair technician. 

41

Using the information given in this article you will be able to:

� Check that your physical network connection is working properly,

� Correctly configure the TCP/IP protocol on your system,

� Monitor your network traffic using expert tools to spot problems.
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Network Connections: Access to Shared
Drives and Devices 
If you have two or more PCs connected to one another, you
can take advantage of the setup to share drives and other
resources. You can access devices that are connected to a
networked PC such as the printer, and you also have access
to the data on shared drives and folders.

If you don’t have a home network set up, take a look at
article N 501 - Networking: Easy Home Setup. 

If you would like to access the shared data of another PC,
you have to set up a network drive.

Why you need 
a network

Access your
network drive

Are you missing articles from issues of the Windows
Advisor that have already been published? No problem,
as a Windows Advisor subscriber you can download
missing articles in PDF format from the thousands of
pages of Windows advice we’ve published in the past,
for free, from the Downloads area of our website,
www.windowsadvisor.co.uk. 

You can set up access to a network drive with Explorer

Click on the drop-
down and select
Map as drive

Choose the drive
letter to assign

Enter the path 
to the computer
and share 
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In Windows 7, click on Map Network Drive in the menu bar
across the top of the Explorer window. 

If you click on Browse, Windows shows you all the shared
drives and resources available on your network. If you want
the network drive connection to be available next time you
start up your computer, do not forget to tick the option
Reconnect at logon or Reconnect as sign-in.

Search for Drive Problems on 
Small Networks 
In peer-to-peer networks with a NAS (Network Attached
Storage) device or shared PC folder, there are generally two
sources of error if access to the shared resources does not work:

•     There is a general network connection error.

•     The file and printer sharing settings are defective.

The best strategy: minimising errors
Before you start trying to locate your error using specialist
network troubleshooting tools, you should try and limit the
extent of the error as much as possible. I suggest you use
the following checklist. 

Browse for
shared drives

Fix connection
and shared
device problems

Searching for
the source of
error

Check Source of error Resolution step

Check the PC’s
configuration and the
settings of the faulty
program.

A hardware defect on the
problem PC may be the
cause of the problem.

Is only one PC
affected?

Is every PC on
your network
experiencing the
error?

One individual PC is
causing problems, all
other PCs on the
network are working.

Every PC on the
network has the same
problem or produces
the same error message.
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With this checklist you will be able to rule out many
possible error causes and even if you are not physically
presented by the problem PC, the users concerned can
quickly answer your questions so that you can immediately
take the correct troubleshooting measures.

Check Source of error Resolution step

Here the possible sources of
error:

•  Faulty hardware on a file
server machine

•  Incorrect configuration of a
server or the network

•  Faulty network hardware
device hardware (e.g. router
or switch).

Check the installation and
configuration of the software.
Install any necessary updates
or re-install the program.

Here are the possible sources
of error:

•  Insufficient user privileges.

•  Faulty or incorrect
individual user settings 

•  Faulty user profiles

•  Software could possibly be
blocked by the user.

Is only one
application
affected by the
error?

Do only some
users have the
problem?

The network is
working correctly
except for the
application concerned.

Faulty or incorrect
user configuration.
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How to Resolve General Connection Errors
General connection errors often have rather simple causes:
a missing or loose cable connection, incorrect log settings,
or a firewall setting can all successfully block your connect-
ion to a network. 

Even if these causes seem improbable at first glance, you
ought to check them first to rule them out. Use the following
checklist to do so before you start looking for other causes.
From experience, more than 50% of network problems can
be found by following this checklist.

Small problems
can have major
effects

Error Solutions/Notes

Error with the cable
connection

Are all the cables attached?

First, check the physical connection (cable
connection) between the computers on your network
and the hub, switch or router. Network cards in the
PC will have a small LED light near the cable port
which shows whether there is a connection (green
light) or not (yellow or red light). 

If your PC is connected to a hub, switch or router
then make sure that this device is switched on. All
LEDs on the switch should be lit for each network
port that is connected. Switch off the hub, router or
switch for a short time. These devices can get ‘stuck’
in a non-working state, which is cured when they are
turned off and on again.

Missing protocol or
faulty setting

Next, you need to check to make sure the necessary
network protocols have been installed on your
network connected machines. It is particularly
important that the TCP/IP protocol is installed.

Check the TCP/IP settings
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Error Solutions/Notes

All installed protocols are shown in your Network
and Sharing Center. To access it, press + ,
type control then click OK. 

When the Control Panel opens, click on Network
and Sharing Center in the Large icons view. 

Click on Change adapter settings in the left-hand
menu, right-click on your network adaptor and
choose Properties. If any protocols are missing, you
can install them using the Install button. Of course,
your network configuration settings can also be the
cause of a faulty connection. 

In order to compare the settings of one PC with
another, launch the Status Information window:

1.   Open the adapter settings in the Network and
Sharing Center window using the steps given
above, then in the list of available network
connections, select the one that you are using.
Right-click on its icon and choose Status from
the pop-up menu that appears.

2.   By clicking on the Details button you will see
important information relating to the network
connection, such as the IP address.

3.   Compare the IP address that the different PCs on
your network have been allocated. The IPs should
all start with the same blocks of numbers.  If a
computer has an address of the form 192.168.0.x
and another computer has an address of the form
169.254.x.y then the connection between the two
computers will not work. Alter the IP settings
accordingly so that all PCs are getting addresses
from the same network blocks.

R
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Error Solutions/Notes

Firewall

Check on how to perfectly configure the IP address
setup on your home network in article N 501 -
Networking: Easy Home Setup. 

All Windows versions come with a built-in firewall to
help protect you against hackers trying to connect to
your system. A faulty firewall could be blocking your

Check your Internet firewall settings

In the Details window you will find important
information regarding network addresses

Are you missing articles from issues of the Windows
Advisor that have already been published? No
problem, as a Windows Advisor subscriber you can
download missing articles in PDF format from the
thousands of pages of Windows advice we’ve
published in the past, for free, from the Downloads
area of our website, www.windowsadvisor.co.uk. 
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Uncovering Errors Using the 
PING Command
If you believe that you don’t have a general network problem
after following the checklist above, then you can use the
PING command to help diagnose your network problem. 

To do so, proceed as follows:
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:

Error Solutions/Notes

network connection. To check, reset your firewall
back to its default settings. 

To do so, press + , type control and click OK.
In the Control Panel, open Network and Sharing
Center. Click on Windows Firewall, then click on
Windows Firewall Settings followed by Restore
firewalls to default. 

Test the network connections of other PCs that are
connected to the same hub, switch or router. If there
is no problem with other PC’s network connections,
then the probable cause of the error is a faulty
network card on the PC that can’t connect.

X

Faulty network
card

1.   Open the command prompt by pressing +
and typing the command CMD into the Open line,
then clicking on OK.

2.   At the command prompt, type the command PING
x.x.x.x where x.x.x.x stands for the IP address of
another computer on your network which you’d like
to test. If the connection between the two machines
is working properly, you will receive multiple
answers from the other computer, such as:

R
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If you don’t get a reply or you receive a Request timed out
message then you may have a problem with the local
computer that you are running the test from. 

Open the command prompt and ping the IP address of the
local computer that you are running the test from. If you get
a reply, you can assume that the network card of the local
computer is not faulty, has been installed properly and the
TCP/IP protocol stack is working. 

If you do not get a reply then there is an error with the
network card or on the protocol settings on your local
machine. Check the network card settings in the Device
Manager, or the network protocol settings. You can find
additional information about troubleshooting hardware
problems using the Device Manager in the article D 411 –
Device and Resource Management on Windows.

If the PING command works with the IP address of another
computer on your network, then next you need to check to
see if the PC can be pinged using its name. 

In order to find out the computer name of the other PC,
right-click on This PC or Computer and select Properties
from the context menu. 
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No reply from
the pinged PC

How to test your
local computer

No reply:
network card or
TCP/IP is
incorrectly
configured

Test name
resolution 

Reply from 192.168.10.1: Bytes=32
Time<1ms TTL=128
Reply from 192.168.10.1: Bytes=32
Time<1ms TTL=128
Reply from 192.168.10.1: Bytes=32
Time<1ms TTL=128
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PING using 
the name

Access to
resources

Eliminate Problems with File 
and Printer Sharing
The file and printer sharing feature allows other computers
on your network to access your computer’s resources. These
components are installed and activated as standard, and
make use of the underlying TCP/IP protocol. For it to work,
you explicitly choose which folders and devices to share. 

Proceed as follows to test the file and printer sharing:

At the command prompt, type in the PING command
followed by the computer name that you have just found. If
you get a reply then the connection between the computers
is OK. If you still don’t have access to the other PC then there
is a problem with file and printer sharing. Find out more
about that in the next section. 

How to find out the name of a PC

You will find the
name of the PC
here. For the test,
only use the first
part of the name,
not the domain
information
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Who is allowed
to access which
devices and
folders?

Press + , type control and click OK in order to open
the Control Panel. Make sure that the View by drop-down
list is set to Large icons, then click on the Network and
Sharing Center icon. Click on the Change advanced
sharing settings link, and you can now configure your
sharing options. 

R

The following table lists the most important settings and
my recommendations: 

Activate the File and printer sharing options

Setting What you can achieve
with the settings

My recommendation

Select the option Turn
on network discovery.

Select the option Turn
on file and printer
sharing. 

Network
discovery

File and printer
sharing

This option controls whether
your computer should be
visible to other computers or
devices on your network.

Here you can specify if your
shared folders should be
visible on your network.
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You should work through the following checklist to ensure
that your file and printer sharing options have been
configured correctly. 

File and printer
sharing
checklist

Setting What you can achieve
with the settings

My recommendation

Select the Turn on
sharing option.

Disable media
streaming.

Choose to activate 
128-bit encryption. 

Select the option Turn
on password protected
sharing.

Public folder
sharing

Media streaming

File sharing
connections

Password
protected sharing

This option allows you to
make the Windows public
folder available on your
network.

This controls whether other
users or devices are allowed
to access your PC’s pictures,
music or videos across the
network. 

Configures the data security
used to encrypt data
transferred to and from your
shared folders. 

Access to shared resources is
only possible after typing in
a password.

Error Solutions/Notes

If you are not able to access a PC’s shared folders and
files then check on the PC you want to access to see
if the folder you need to access has been shared. To
do so, proceed as follows:

Press + type sysdm.cpl, then click on OK. R

No shares
available
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Error Solutions/Notes

Go to the Computer Name tab and make a note of
the computer name which you will need in order to
set up the network drive. To find out whether a folder
has been shared, press + , type in
fsmgmt.msc and click on OK. In the left window,
click on Shares and in the right window you will see
a list of the shared folders.

R

A summary of all the shares.

Error Solutions/Notes

Test the
connection

Direct access to shares

Test the connection between one computer to another.
To do so, press + , type in the name of the
computer you wish to connect to preceded by two
slashes, for example\\computer name (where the
computer name is the name of the other computer on
the network). 

You will see a list of the share folders on the other
computer. Open one of the shares to find out if the
connection works. If you cannot open the shared
folder, test the connection between the computers in

R

Share information
is shown here

You can see how
many people are
connected
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Error Solutions/Notes

No access to
another PC

the opposite direction or between other computers to
make sure that the problem is not just with one
particular computer in the network.

If you haven’t had any success with the first two
steps, replace the computer name of the connected PC
with the name of the local computer. This tests
whether the connection works on your local machine.
The result of this test will be a summary of the shared
folders on your local computer. Try to open one of
the shares to see if you can access it.

If you encounter errors when using your network, the cause
is usually an incorrect setting or option. Using the checklists
in this article you can quickly and easily find the error and
get your network back up and running. 

Test the local shares

Summary

Try browsing the shared folders on another
PC to test the connection
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