
Protect Your Mobile Devices While You’re on the Move
Safeguard the loss of your laptop or other mobile device when you are travelling.
Don’t risk losing your valuable data. With my four security rules, nothing can
go wrong when you’re on the road. 

Rule 1: Protect your laptop from being stolen!

There are simple steps you can take to protect your laptop from theft:

•     Never leave your laptop unattended, especially in public places, such as cafes
or railway stations. 

•     If you leave your device in a hotel room or a car, make sure that you secure
it with a cable lock (also called a Kensington lock).

•     Write down your telephone number and address on the laptop. An honest
person will then have the possibility of contacting you if they find it.

Rule 2: Minimise the risk of data theft

Customise your laptop’s settings along the lines of the following three points in
order to reduce the security risk: 
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Many laptops have a special hole for inserting cable locks
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•     Disable the WLAN interface on the device. A permanently active WLAN
connection is a security risk because hackers can gain access to the device
without you even noticing. Disable this function if you don’t need to use
the WLAN. There is usually a button or a key combination on the device to
do so. Only switch the WLAN on if you really need a network connection.
This will reduce the danger of your device being spied on.

•     Disable the Bluetooth interface. The Bluetooth interface is a security risk if
it is permanently activated. Hackers can use an open Bluetooth connection
to steal your data. Switch off the Bluetooth function if you do not need it.
Look for a button showing the Bluetooth icon      .  You can use it to activate
or disable Bluetooth.

•     Avoid downloading/uploading confidential information on public WLANs.
If you are connected to a public WLAN such as at the railway station or
airport, you should never download or edit any confidential data. Public
networks are not secure and the data traffic can be spied upon. Always take
care of your banking business or other similar tasks involving sensitive data
on your home PC on a protected WLAN. Always use sites with SSL
encryption (https://) to access email and other confidential data on the Web. 

Rule 3: Safeguard your laptop with adequate basic protection

Whenever you go on a business trip, always check beforehand that the following
basic protection channels are as up-to-date as possible on your laptop:

•     Anti-virus protection

•     Firewall

•     Windows updates

Rule 4: Backup your laptop’s data regularly

Create a backup copy of the data on your laptop. Copy this onto an external hard
drive or a shared network drive. If your laptop is ever lost or stolen, you can at
least quickly restore the data onto a replacement computer. 

With these four security rules, nothing can stand in the way of a safe journey
with your mobile device. 
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