
Optimise and Stabilise Your Windows System by 
Taking Control of Your Processes

You’ve probably come across messages from Windows telling you that an
application is no longer responding, and wondered exactly what is happening in
the background on your Windows system. The egg timer icon or a little blue
circle usually appear, the hard drive grinds away and you wait for what seems
like an eternity for Windows to do something. 

When this happens, it usually indicates that Windows is performing tasks in the
background. You can take a look at the list of the processes that are running on
your system, but they usually have cryptic names which makes it difficult to
work out exactly what is going on. However, if a program or service doesn’t run
in a stable way, or you suspect that a virus or Trojan may be doing damage to
your system, then you can’t avoid checking which processes are running. 

In this article I will show you the most important processes that Windows runs
internally, and the tasks you need to perform in order to maintain your processes
and take control of your system. 

41

Using the information given in this article you will be able to:

� Investigate exactly what processes are using your PC’s processor 
and memory,

� Optimise the performance of your system with perfect process management,

� Find and close Trojans, viruses and other suspicious processes.
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Check the Hidden Tasks Your Windows
System is Running 
Each program and service running on your Windows system
has one or more corresponding processes. Each time you
launch a new application, a new process is also launched
with specific privileges assigned by the operating system. 

Windows deals with process problems in various ways, the
most frequent being a message that tells you a program is
no longer responding. Processes can also be dangerous when
they are infected with, or used to disguise, a Trojan infection. 

A process consists of the memory image of the process code
itself, memory used to store data used or generated by the
process and the resources assigned by the operating system
such as the CPU time. 

When you launch a program, an area of memory is reserved
for the program to store its data. Because of this, a process
can also be thought of a code and data in RAM, plus
associated context information (references in the processor,
stack, buffer, file handles). In general, each process has its own
reserved area of memory and is prevented from interfering
or even accessing memory allocated to another process. 

In a multi-tasking operating system such as Windows, the
processor manages multiple execution threads, which allows
Windows to appear as if lots of processes are running at the
same time. In fact, the processor is very quickly switching
the running processes between the CPU cores which gives
the illusion that they are all running in parallel. 

The operating system itself is responsible for sharing out
access to the CPU, so if one particular process freezes, in
theory Windows should interrupt its execution and move it
off of the processor so that another process can run and the
whole system doesn’t lock up. 

Problems with
processes

The structure of
a process

Components of
a process

Execution
management

Processor 
and threads
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How to Check Your Running Processes
Using the Task Manager  
The Task Manager is the central place Windows provides to
manage all running processes. You can open the Task Man-
ager by pressing the + + key combination
and then clicking on the Task Manager or Launch Task
Manager shown in the Windows security window to open
the Task Manager. Alternatively, you can right-click on the
taskbar and select Start Task Manager or Task Manager
from the pop-up menu. 

Click on the Details tab (Processes in Windows 7) within the
Task Manager to see a list of the active processes and their
relative CPU usage. The process table in the Task Manager
contains all the processes that are currently running on your
system, including all applications, background tasks and
system services.

If you want to change the information displayed in the Task
Manager, in Windows 10/8.1 right-click on one of the
column headings and choose Select columns, or in Windows
7 click on View > Select Columns. You can then add extra
performance measurement data to the display or remove
columns that you don’t need. The table on page P 240/5
summarises the data columns available in Task Manager and
what they do. 

Ctrl Alt Del

Task, process
and thread

Access Task
Manager 

The Details tab 

Customise the
Task Manager 

Process Control on Windows

Unfortunately, this doesn’t always work properly in practice,
which means that a single process can sometimes cause the
whole system to crash. 

On Windows, a process corresponds to a task running at the
lowest system level. However, processes themselves can have
multiple ‘threads’ which correspond to sub-processes. 
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You can personally configure which information you
would like the Task Manager to display

Are you missing articles from issues of the Windows
Advisor that have already been published? No problem,
as a Windows Advisor subscriber you can download
missing articles in PDF format from the thousands of
pages of Windows advice we’ve published in the past,
for free, from the Downloads area of our website,
www.windowsadvisor.co.uk. 

Right-click on any
column header

Select the columns
you want to have
displayed

As well as the Task Manager, you can get more detailed
information on the performance of your system using the
Resource Monitor. You can find more information about
using the System Monitor in article P 200 - Performance
Checks with the System Monitor.

The following table lists the most important Task Manager
data column options and what they mean:
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Process
Information

Description Equivalent Data Source
in the System Monitor

Process name in 
image field

Process ID

% Processor Utility

% Processor Time

None

None

Page Faults/Sec

None

Name

PID (Process
Identifier) 

CPU Usage

CPU Time

Memory –
Private
Working Set

Memory –
Working Set
Delta

Page Faults

Page Faults
Delta

The name of the process.

The ID number assigned to the
process by Windows. 

The percentage of time the
process threads have occupied
the processor since the last
update.

The total time in seconds which
the process has occupied the
CPU for since it was launched.

The amount of space that the
process occupies in main
memory (measured in KB). 

Changes in the memory load
since the last update (in KB).
Unlike the System Monitor tool,
the Task Manager can show
negative values.

Shows how often data is moved
from the hard drive page file to
RAM because it was not present
in memory. This value is
accumulated from the point in
time when the process was
launched.

Change in the number of page
faults since the last update.
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Process
Information

Description Equivalent Data Source
in the System Monitor

Pooled Page Alloc

Pooled Nonpage Alloc

Priority Time

Memory –
Paged Pool

Memory –
Non Paged
Pool

Base Priority

The amount of memory that the
process is using in the paging
file (in KB). The paging file is
an extension to the system
RAM that allows data that spills
out of the main RAM to be
saved to the slower hard drive. 

The extent of the main RAM
(system memory) that is used 
by the process in KB. This is 
the data in the main memory
that hasn’t spilled over to the
hard drive. 

The base priority of the process
determines the order in which
processor time is allocated to
the threads of the process. Each
process is assigned a priority
when it starts. The higher the
priority, the greater the amount
of processor time that is
allocated to the process. You
can change the priority of a
process in the Task Manager, if
you have a program that you
want to use more of your
system resources than the other
software running on your
machine.
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Give your
important
programs more
power

Set the Priorities for Your Programs
Windows is designed to allow you to have multiple app-
lications open at the same time. However, by default all of
these processes are treated equally. If you have an important
application that you would like to have running faster, you
can change the priority in the Task Manager.

Open the Task Manager by pressing + + 
and then clicking Task Manager (Windows 10/8.1) or
Launch Task Manager (Windows 7). Alternatively, right-
click on the taskbar and select Task Manager. 

Ctrl Alt Del

Process
Information

Description Equivalent Data Source
in the System Monitor

None

None

Handles

Threads

The number of object handles in
the object table of the process.

The number of active threads
belonging to a process.

Speed up the execution of individual programs

Right-click on the
process to alter

Swap to the 
Details tab

Set the desired
priority
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How to Find Out More About Processes 
on Windows
Whereas some programs can be easily identified from their
process name such as (taskmgr.exe for the Task Manager or
Iexplore.exe for Internet Explorer), other important Win-
dows processes hide behind cryptic names.

The following table shows you which programs are hiding
behind which process names, and whether they can be safely
terminated using the Task Manager:

Do not select the Realtime option as this can cause your
system to become unstable, having the opposite effect to the
one you want. 
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The secret of
process name

Process Can be
Ended?

Description

This is the part of the Win32 subsystem that
is responsible for user mode. Win32.sys
correspondingly is part of the system mode.
Csrss stands for Client/Server Run Time
Subsystem. It is responsible for console
windows and creating and deleting process
threads and certain parts of virtual 16-bit
MS-DOS environment. 

This is the user interface with takes care of
displaying components such as the taskbar,
desktop and so on, and giving you access to
your programs and files. This process is not
as important for normal Windows operation
as you might think, and can be closed (and
re-launched) using the Task Manager.

Csrss.exe

Explorer.exe

No

Yes
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Process Can be
Ended?

Description

Internat.exe is loaded at Windows boot time.
The process is responsible for loading the
different keyboard layouts that you have
configured on your system. The layouts that
are to be loaded for the current user are
taken from the following registry key:
HKEY_CURRENT_USER\Keyboard
Layout\Preload.

Internat.exe also displays the keyboard icon
that is shown in the taskbar in order to allow
you to easily toggle back and forth between
layouts. The icon disappears as soon as the
process is ended. The layout can however
still be accessed from the Control Panel. 

This is the local authentication server. It
creates the process that is responsible for the
authentication of users by the login service.
Authentication packages are used by this
process, with Msgina.dll being used as
standard. This process became quite well-
known due the Sasser virus which misused a
bug in its security. 

This is the task scheduler service that
automatically launches processes at a time
configured by you. It needs to run
constantly in the background to do so. 

This is the management process for system
services. The launch and shutdown of
services, as well as all usual interactions
with services, are all managed by it.

Internat.exe

Lsass.exe

Mstask.exe

Services.exe

Yes

No

No

No
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Process Can be
Ended?

Description

This is an individual thread that is run on
every processor. It deals with the usage of
processor time when it is not being used by
other processes or threads.

This is the Session Manager process, that is
the sub-system responsible for opening user
sessions. This process is launched by the
system thread and is responsible for various
procedures,  including the launch of
Winlogon and Win32 processes (Csrss.exe)
and the setting various system variables. 

After launching this process, Smss.exe waits
for either Winlogon or Csrss to be
terminated. If that is done properly, the
system is shut down; in the case of an
unexpected termination, the system will no
longer respond.  

This is the print queue service which is
responsible for the management of all
printing and faxing jobs initiated by 
the user.

This is a general process which serves as a
host for other processes that are launched by
DLLs. That’s why you will find multiple
instances of this process running in the
Resource Monitor. Using the TaskList.exe
tool, you can view which processes can use
Svchost.exe. Launch the tool by typing
tasklist /SVC at the Command Prompt.

Idle process

Smss.exe

Spoolsv.exe

Svchost.exe

No

No

No

No
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Find damaging
processes

Get every detail
on every process

Get Additional Invaluable Information 
on Your Processes with These 
Professional Tools
The Task Manager is the default tool for managing processes
in Windows. However, there are other professional tools
available that give you far greater control over your
running processes, and detailed information about what
they are doing. 

Better than the Task Manager: Process Explorer

The free Process Explorer tool begins where the Task Man-
ager leaves off. You will find this tool in the Downloads area
of the Windows Advisor website:
www.windowsadvisor.co.uk. 

Process Can be
Ended?

Description

The majority of threads initiated by the
kernel are run in the form of system
processes.

This is the process that runs the Task
Manager. It is only shown while you have
the Task Manager open and will close when
you close the Task Manager. 

This process is responsible for the
management of user logon and logoff
requests. When this process ends, it initiates
a system shutdown. 

Winmgmt.exe is a core component of client
management subsystem.

System

Taskmgr.exe

Winlogon.exe

Winmgmt.exe

No

Yes

No

No
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Check your
system

Detailed
information 

Analyse system
demand

The possibilities offered by Process Explorer go much further
than simple file and disk management, since you can also
use the tool in order to find out which program has opened
a particular file for example. Apart from running tasks,
extensive information is listed about each process, such as
the processor load, filenames, executable files and the SID
(Security Identifier, ID for users and groups), for example.

As soon as you select and open a process, you will find out
which DLLs are loaded by that process and which resources
it requires. Conversely, you can also use the search function
to find out which processes have access to a particular DLL
in memory. 

To launch Process Explorer, double-click on the downloaded
procexp.exe file (32-bit Windows systems) or procexp64.exe
file (64-bit Windows systems).

You can check whether you have a 32- or 64-bit Windows
system by pressing +            and checking the System
type line. 

If you want additional information concerning a process in
Process Explorer, double-click on it. The Properties window
will appear showing detailed information. In the Image tab
the application details will be shown, including the path to
the executable and startup parameters. You can use the Kill
Process button to immediately close an application that is
not responding.

The Performance and Performance Graph tabs analyse the
demands on the CPU, the number of input/output operations,
the memory consumption and the program’s handles both
in list form and graphical form.

Use the Process Explorer search function to effectively filter
the data displayed. It will allow you to find DLL problems
and stack errors very quickly.

Pause
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Discover the
dependencies

Find viruses

The display of application and DLL dependencies is part-
icularly important for error analysis. Process Explorer
supports you in two ways:

•   Displays which DLLs are really and currently being used
by a certain application. In the DLL menu of the DLL
Mode you can also analyse the DLL dependencies.

•   Displays which processes have been launched from an-
other process.

Process Explorer lists all the files that a program
has opened

Find Hidden Malware on Your Computer
Using Process Explorer
Malicious software can sneak onto your system and hide
inside legitimate processes. This happens without you real-
ising, when you open an infected email, for example, or visit
an infected website. 

The left column
lists all the
currently active
processes 

A list of the
handles that have
currently opened
the selected
application
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You can use Process Explorer to check whether any of the
processes running on your system are suspicious. To do so: 

If you find an entry marked blue, for example, 0/68 then the
process has been checked and no malware was found:

If you find an entry marked in red, for example, saying 2/68,
then 2 from 68 scanners used by VirusTotal have recognised
a threat. Click on the red link to view the VirusTotal test
report in your browser. 

1.   Launch Process Explorer. 

2.   In the menu bar, click on Process then tick the
option Check VirusTotal.

3.   In the VirusTotal column you will see a summary
of the VirusTotal analysis score for each process on
your system.

4.   Check the entries in the VirusTotal column. Red
entries point to possible malicious software. 

:

Results

This process does not show any malicious
software infection
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If only one or two virus scanners report a warning, it’s likely
to be a false alarm. However, if the majority do, you can
assume there is malicious software present. In this case, on
the VirusTotal website, click on the Additional information
or Comments link. Make sure you kill the process that has a
malware infection then give your system a full security scan.  

Look for hidden
malware

Specialist anti-
spyware tools

P 240/15Process Control on Windows

How to Remove Malware from Your PC
If you suspect that there is a malware tool on your PC,
searching for it is not always easy. If Process Explorer doesn’t
turn anything up, even when you check against the
VirusTotal database, and the infection is using a name such
as Winlogon.exe to conceal itself as a legitimate process, then
the search process is made even harder. The answer is to use
a malware scanning tool to uncover the suspect process. 

The following table lists some of the most popular anti-
malware tools around: 

Name Notes Internet Address

www.lavasoft.com 

sourceforge.net/projects/
hjt/

AdAware

HijackThis

AdAware is a freeware tool
that searches your memory,
registry and hard drives in
order to find out if any
spyware or adware is installed
on your system, and helps to
remove the malicious programs
from your system.

The tool logs all running
processes and then allows you
to check for ones that are
suspicious. As such, you can
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Process Explorer is perfect for investigating DLL version
problems and examining process, as well as analysing the
co-operation that happens between the operating system and
your own applications.

Using these analysis techniques allows you to investigate
your individual processes and identify those that you don’t
need and those that include malware, and then take steps by
closing the program. 

Summary

Process Control on WindowsP 240/16

Name Notes Internet Address

www.sysinternals.com

www.spybot.info

www.microsoft.com

Process
Explorer

Spybot Search
& Destroy

Windows
Defender

quickly find out if damaging
processes have got into 
your PC.

Allows you to find all of the
running processes on your 
PC, even the malicious ones
(see previous section). 

The tool can recognise and
remove various types of
spyware and similar threats 
on your computer.

This free tool is built into
Windows 10 and available to
download for other Windows
systems, and can remove
malware infections even if
Windows won’t boot. 

A summary of the best anti-malware tools available 
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