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It can happen almost in secret. You re-
ceive an email with a Word document
attached. When you open the attach-
ment, nothing seems to happen.
However, over time your computer
gets slower and slower. 

Eventually you have to admit the fact
that your computer has been infected
with a macro virus that downloads
further malware from the Internet. 

When Word documents contain a
macro, you should see a warning no-
tification when you try to open the
document. Never ignore this message
though, because otherwise your com-
puter could be infected. 

I recommend that you check the secu-
rity settings in Word and then disable
all macros, to prevent malware from
sneaking in by this back door. You can
do so as follows: 

•  In Word 2016/2013/2010, click
on File in the top left-hand
corner of the window, then
click on Options followed by

Security Center (Trust Center
on Office 2016/2013). Click on
Trust Center Settings, then
click on Macro Settings. 

•  In Word 2007, click on the Of-
fice button      and then click
on Word Options. Click on
Trust Center followed by Trust
Center Settings, then click on
Macro Settings.

From here you can configure four dif-
ferent macro-related settings that
govern how Office manages macros
embedded in your documents.

Select the option Disable all macros
with notification and then save the
changes, and malicious documents will
not be able to damage your system.

Protect Your System from Infected Word Files

Select the option Disable all
macros with notification 
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Your router is your gateway to the In-
ternet, but an out-of-date firmware is
potentially an open door to hackers.
That’s because bugs in your router’s
firmware can be exploited by hackers
to install malware on your router and
gain access to your home network.

You can protect yourself against this
by installing the latest firmware ver-
sion on your router. 

How you do this depends on your
router made and model. Check with
your router manual for details of how
to do this. 

For example, if you have a Netgear
router, you can update as follows:

If you receive a message saying that
there is no new firmware available, no
additional steps are required as you are
already using the latest firmware.

Once you’ve updated the firmware,
you’ll be protected from hackers who
are exploiting the bugs in older firm-
ware versions. 

Secure Your Router with Updated Firmware

Update your Netgear router
automatically

1.   Open your browser and type
in http://192.168.0.1, or what-
ever IP address is printed on
the back of your router. Enter
the router’s username and
password on the login screen
then click on the OK button. 

2.   When the NETGEAR genie
page displays, click Advanced

> Administration > Router
Update. Click Check. This
prompts the NETGEAR genie
to check for new firmware. If
the router detects that a new
firmware is available, you
can proceed with updating
the router firmware. 
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More and more websites are switching
to using the secure HTTPS protocol,
which means that data sent between
your browser and the web server of the
site you are visiting is encrypted and
can’t be intercepted by a snooper. This
is especially useful if you need to send
data to the site, such as your credit
card number. 

However, how much protection you
receive depends on which version of
the HTTPS protocol is being used. Ver-
sion 1.2 of the TLS (Transport Layer
Security) encryption protocol used by
your browser contains security weak-
nesses that hackers can potentially
misuse to intercept your data. 

To protect against this, you can switch
your browser to use the new version
1.3 of the TLS protocol, which is
claimed to be eavesdropping-proof. 

At the moment, you can configure TLS
1.3 in Google Chrome and Firefox. Mi-
crosoft plans to follow suit with its
Internet Explorer and Edge browsers. 

An encrypted connection to a website
is made when you see the letters https
in your address bar instead of http. In
your browser’s settings you can define

Boost Your Online Protection with Google
Chrome and Firefox

Relaunch Firefox and you will be able
to surf the Internet using the more
secure version of the protocol

which version of the TLS protocol
should be used to make these connec-
tions. You can configure your browser
as follows: 

•  Google Chrome: In your Chr-
ome browser, type chrome:
flags in the address bar and
press . You can ignore
the notice about the risks at the
top of the screen. In the list,
scroll down until you reach the
Maximum TLS version en-
abled entry. Click on Default
and choose the TLS 1.3 option,
then click onto Relaunch Now.
Note, if you cannot find this op-
tion, then your browser should
already be using version 1.3. 

Enter
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Update a Driver for a Device that has
Already Been Installed 

If you’ve already installed a hardware
device on your system, updating the
driver will often cure problems you are
having with the device, and can even
unlock new features in the device. The
best place to find an updated driver is
on your device manufacturer’s website.
Driver updates are usually to be found
in the Support section. 

Once you have downloaded an up-
dated driver, you can install it using
the Device Manager as follows: 

2.   Then double-click on the de-
vice whose driver you want
to replace.

3.   Next, on the device properties
screen, click on the Drivers
tab and click on the Update
Driver button. The Device
Driver Updates Assistant will
appear. Click on Next and
you will see two options pre-
sented to choose from:

•   Search automatically for up-
dated driver software

•   Browse my computer for
driver software

4.   You should select the second
option, then navigate to the
folder containing the driver

1.   Open the Device Manager in
Control Panel. On Windows
10/8.1, press + and
click Device Manager. On
Windows 7, click on Start >
Control Panel > Device
Manager.

X

•  Firefox: Start by typing the
about:config in the address
bar and press . Confirm
the security request with I ac-
cept the risks. Scroll down to

Enter

the security.tls. version.max
entry. Double-click on this
entry and change the value
from 3 to 4.

Your browser will now be more secure. 
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Select the folder that contains
the driver and click Next

Fix Problems with Windows Update

Windows Update problems can be
extremely annoying. Not only will
Windows often keep trying to install
the same update on your system over
and over again, it means that your
system is left unprotected since the
latest fixes from Microsoft are not
yet installed. 

Unfortunately, Windows Update pro-
blems can strike any Windows sy-
stem, even one running Windows 10.
If you’re coming up against update
errors, the quickest way to solve the
problem is often to use the built-in
troubleshooting tool. 

Once your new driver is installed, re-
boot your PC so that the hardware
device starts to use it. 

you downloaded from the
manufacturer’s website and
double-click on it. Then click
Browse to do so.

5.   Click Next and work through
the wizard steps until the dri-
ver is installed.  

6.   Confirm the new driver in-
stallation by clicking OK.

1.  In Windows 10/8.1, press 
+ and click Control

Panel > Troubleshooting. In
Windows 7, click Start > Con-
trol Panel > Troubleshooting. 

2.  Scroll down to the System and
Security section and click on
Fix problems with Windows
Update. 

3.  Click Advanced. Make sure
that the Apply repairs auto-
matically box is ticked, then
click Run as administrator
and then click Next.

X
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1.  Re-boot your system into Safe
Mode. On Windows 10/8.1,
hold down the key as
you click Restart then click
Troubleshoot > Advanced Op-
tions > Windows Startup
Settings > Restart > Safe
Mode. On Windows 7, restart
your computer and press the

key while it boots to ac-
cess the boot options menu,
then select Safe Mode. 

2.  In Windows 10/8.1, press
+ and click Command

F8

Shift

X

Prompt (Admin). In Windows
7, click Start > All Programs >
Accessories > System Tools,
then right-click on Command
Prompt and choose Run as ad-
ministrator.

3.  At the Command Prompt, type
net stop wuauserv and press

.

4.  Press + to open Ex-
plorer then navigate to the
folder C:\Windows \Software-
Distribution. Delete all of the
files present in this folder.
Don't worry, they will be recre-
ated by Windows Update. 

5.  Back at the Command Prompt,
type net start wuauserv and
press then re-boot your
system. Windows Update should
start working again normally. 

Enter

E

Enter

Delete the contents of this folder to
clear the Windows Update cache

Work through the wizard steps to
troubleshoot your Windows Update
problems

Work through the troubleshooter steps
and see if it manages to repair your
Windows Update service. If the trou-
bleshooter can’t fix the problem, you
will need to manually empty the up-
date cache as follows:
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